s on your x86-64 based laptop.

Question 1. The bits are a lie. (24, 4 pts each)

You see the following bytes in increasing addresse

Table 1: My caption
Address OxAO OxAl OxA2 O0xA3 OxAd  O0xA5 O0xA6 0xA7 O0xAS8

Data 0xd9 0x3C 0x33 O0x63 0x73 0x33 0x33 0x00 OxFE

Interpret this data as different data types. You can write numbers using hexadecimal, and floating point
numbers using hexadecimal + equations. Please don’t convert to decimal.
Always assume the data type starts at 0xA0. (does not need to use all bytes)

2. _$4y we have the definition:
struct Si {chazf' a; short b; int c; char d;} instance;.
5= =gl S
0 mamu R ar
|

Say instance starts at 0xAOQ, interpret as instance.d as a char. O F|

N7 O ‘
t)ua‘kgn{shortO“_____J C A4 hoownlined =) epto o
@ x4 float DX (315%‘\‘) \)Ck‘ C\ B

@ /5. c string (ie, dereference a char*) % ©° 25 53 1%, 68 33 3¢ 1)

{
d 1

@)g.Theﬁrstbyteasasetofnumbers._ﬂ_ 0)os | on) Qo ll ol lp
Question 2. ISA Madness (9 pts) @ o

7C1. Is the procedure calling convention specified by the instruction set architecture? (3 points)

@ i

?.\ Is the size of the address space determined by the instruction set architecture? (3 points)

\ f il :
U’/ 0, [ty set 7 ‘(lrwf (\,w\)](’f,-/“ the O 9 )
3 Vhich part of x86-64 annoys you the most? (3 points) '

\“‘Q l?@\ h'nﬂhl\(‘(”\)w /.\\:\\\’4 me 1‘t lqld,t}l




Question 3. Hey, I've seen these before! (16, 4 pts each)
Match the following datalab implementations to their descriptions. g
int funcl(int x, int y) {
return !!(x ° y);

int func2 (int %) £4
return !(x >> 31);

int funcd(int x, int ¥ d o] |- 01 o |
return (“x) & (“y); 19 & Jf (
} Y )

int funcd(int x, int n )i '
return 0xff & (x > (n << 3)) ‘

} )

int funcs(int x) {

int wdl6 = x - x>>16;

int wd8 = wd16 -~ wdl6>>8;

int wdd = wd8 ~ wd8>>4; ul
int wd2 = wdd4 ~ wd4>>2;

int bit = (wd2 "~ wd2>>1) & 0x1;

return bit;

}

int func6(int x) {
int test = x >> 31; P
return (“test & x) | (test & ("x + 1)); ,

}
int func7(int x) { L
int m8 = OxAA; L‘
int ml6 = m8 | m8 << 8; ‘
int m32 = ml6 | ml6 <<16; 9-
int fillx = % |..m32; l‘;;
return .l 5if1llix !
: 2
&4
1. Return true if two numbers are not equal. M_ .;’:»;
2. Return true if all even bits of a number are set. M_ e

s

3. Return true of a number is not negative. ](Ur.c L

[

4. Get a particular byte out of an integer.

([

g




Question 4. Addressing an Array (12 points) \%\\

Consider the following array declaration. TR R e }

int xmy_array [4][3];

1. If we do nothing else, will the program segfault if we access eleme [2)? (4 points)

(| \
'J.fi DR (Oerce it } ’xl'x"‘?\‘
2. Write a mathematical expression for accessing element [x][y] for this array. (4 poitns)

oy 1% o5 4 Qo SR, ML)

3. Can the above access be performed using one x86-64 mov instryction? (4 points)

Question 5. Stack of Lists (24)

The following is a program which constructs a linked list, and multiplies a value stored in each node
together.

typedef struct S{ //Defining the linked list node
‘unsigned val;

struct Sx next; 9.y
} X i

int mult(Xx x, int y) { // Do a multiply
return x—>val * y;

}
L . , .
int follow (Xx x, int y) { // iterate over the linked list
while(x) {
y=mult (x,y);
x = x—>next;
}
return y;

}
X sl, s2, s3; //items in the linked list, of type X.

void setup-list () {
sl.val = 1; //set up the linked list
s2.val 2
s3.val 3
sl.next=&s2;
s2.next=&s3;
//QOops, should have set s3.next to 0

}

int main(int argc, charxx argv) {
setup-list ();
printf("%d\n” , follow (&sl, 1));
}



(3

- What is type of the expression: x->val *y (3 [)o,iﬁts)

. This code was supposed to

- In the box, draw the stack at the moment the

What is the size of the struct X in bytes? (3 points)

{

r

¥ 3
» |

print the value 6, but instead it segfaults (it crashes) because the last
et to NULL. Looking at the assembly on the next page, what is the address

program segfaults on? (4 points)
N CEVE VPR IVA! s

pointer of the list was not s
of the instruction that the

: program segfaults. The top of the page should have
higher addresses; please indicate which values belong to which function. If you do not know a register’s
value that is pushed to the stack, write "old” register (eg. old rax). (10 points)

0000000000400546 <mult >:

400546: 89 fo

mov %esi ,\%eax
400548: 0f af 07 imul  (%rdi),%eax )
40054b: ¢3 retq :

000000000040054¢ <follow >:

40054¢: 53

push  %rbx
40054d: 48 89 fb mov %rdi,%rbx #
400550: 89 f0 mov %esi ,%eax - kby '
400552: eb Oe Amp 400562 <follow+0x16>
400554: 89 c6 / mov Y%eax ,%esi & -
400556: 48 89 df | mov Yrbx % rdi ¥

400559: e8 eS8

£f ff ff‘f callq

400546 <mult>

40055e: 48 8b 5b 08 | _mov . 0x8(%rbx),%rbx o
400562: 48 85 db [ test  %rbx,%rbx N’ 1)
400565: 75 ed jne 400554 <follow+0x8> g S
400567: 5b pop Terbx
400568: ¢3 retq

Da&0%H €
000000000040059e <main>:
40059e: 48 83 ec 08  sub  $0x8,%rsp 200Sh
4005a2: b8 00 00 00 00 mov $0x0,%eax
4005a7: e8 bd ff ff ff callq 400569 <setup_list>
4005ac: be 01 00 00 00 mov 80x1,% esi
4005bl: bf 60 10 60 00 mov $0x601060,%edi
4005b6: e8 91 ff ff ff callq 40054c <follow>

List the address of any conditional bra

7 (4 points)




Question 6. Double recursion all the way ... across the sky! (20 pts)

Dump of assembler code for function func(unsigned int m, unsigned int n) (

0x0000000000400546 <+0>: (| " test %edi,%edi
0x0000000000400548 <+2>: : (+ine 0x40054e <func+8>
0x000000000040054a <+4>: |_Jea 0x1(%rsi ), %eax
0x000000000040054d <+7>: retq

0x000000000040054e <+8>: push %%rbx
0x000000000040054f <+9>: mov %edi ,%ebx
0x0000000000400551 <+11>: | rtest %esi ,\%esi
0x0000000000400553 <+13>: 1‘jrjne 0x400564 <func+30>
0x0000000000400555 <+15>: lea —0x1(%rdi),%edi
0x0000000000400558 <+18>: mov $0x1,%esi
0x000000000040055d <+23>: callq 0x400546 <func>

0x0000000000400562 <+28>: jmp 0x400576 <f1’1nc+§83“
0x0000000000400564 <+30>: sub $0x1,%esi —— 7/,

1. Fill in the blanks in the function based on the assembly code. (18 Points)

unsigned int func(unsigned int m, unsigned int n)

{ I
if (M = o
('%‘),{/

tarn, V=

}

7 o (L ol
7
ll"et"\\‘“ J\UN. ( h/‘ \' Vi l \}\./

} m-1 M

return *“Uv\(, ( 'H-L, W[ A (l\_&_,‘\)),
} .

2. How many instructions read a data value from memory? (2 points)

‘\L\ {19

y /“21(/2 <7

0x0000000000400567 <-+33>: !callq 0x400546 <func> 7
0x000000000040056¢c <+38>: ' llea =0x1(%rbx),%edi ae
0x000000000040056f <+41>: ;mov %eax ,%esi . ;
0x0000000000400571 <+43>: ‘callq 0x400546 Lhiies |
0x0000000000400576 <+48>: | pop Y%rbx e e
0x0000000000400577 <+49>: retq

|



Question 7. The Digit Lock Bomb (15 pts)

: » S you skim over
Luckily, the evil professor left one helpf

Solve the final Bomblab phase.

The following is voiq phase_8(charx):

0x00000000004007ac <+0>:

mov
0x00000000004007b1 <+5>: mov
0x00000000004007b6 <+10>: jmp
0x00000000004007b8 <+12>: movslq
0x00000000004007bb <+15>: movzbl
0x00000000004007bf <+19>: sub
0x00000000004007c2 <+22>: cmp
0x00000000004007c4 <+24>: ja
0x00000000004007c6 <+26>: / movzbl

0x00000000004007¢9 <4295 / jmpq
0x00000000004007d0 <436 [ Tor
0x00000000004007d3 <+39>: | Ljmp

0x00000000004007d5 <+41>: |

|  /or
0x00000000004007d8 <+44>: | (_jmp
0x00000000004007da <+46>- | jor
0x00000000004007dd <+49>: jmp
0x00000000004007df <+51>: \ / or
0x00000000004007e2 <+54>: Ujmp
0x00000000004007e4 <+56>: ' / or
0x00000000004007e7 <+459>: (_jmp

0x00000000004007¢9 <+61>:
0x00000000004007ec <+64>: jmp
0x00000000004007c¢e <+66>: k'add
0x000000000040070 <-+68>:

‘or

3 ;:(iqdd
0x00000000004007f3 <+71>: “cmp
0x00000000004007f6 <+74>: jle
0x00000000004007f8 <+76>: sub
0x00000000004007fc <+80>: cmp

0x00000000004007ff <+83>: jne
0x0000000000400801 <-+85>: mov
0x0000000000400806 <+90>: callq
0x000000000040080b <+95>: test
0x000000000040080d <+97>: jns
0x000000000040080f <+99>: mov
0x0000000000400814 <+104>: callq
0x0000000000400819 <+109>: mov
0x000000000040081c <+114>: callq

Also, you might need this
(gdb) x/7gx 0x4008f8

0x4008f8: 0x00000000004007d0
0x400908 : 0x00000000004007da
0x400918: 0x00000000004007e4
0x400928: 0x00000000004007ee

the last question, y
ul comment in the assembly...

you think to yourself. After finishing the
you thought your troubles were just about
ou realize you couldn’t have been more wrong.

$0x0,%edx

$0x0,%ecx
0x4007f3 <phase_8+71>
Y%edx,%rax | )

(%rdi,%rax,1),%eax J/get ith char of input
$0x30,%eax //cenvert ascii to int
$0x6 % a} )
0x4007f0 <phase_8+68> \
%al ,%ecax \
*0x4008f8 (,%rax ,8) \
$0x1,%ecx . 5 .. % 0
0x4007f0 <phase_8+68>
80x2,%ecx  viia Ll
0x4007f0 <phase_8+68>
$0x4,%ecx oles aoh | -
0x4007f0 <phase_8+68>
$0x8,%ecx Ly ‘
0x4007f0 <phase_8+68>
$0x10,%ecx

0x4007f0 <phase_8+68>
$0x20,%ecx

0x4007f0 <phase_8+68>
Yeecx , % ecx

$0x1,%edx

$0x25%edx

0x4007b8 <phase_8+12>
$0x8,%rsp <l
$0x21,%cl

0x40080b <phase_8+95>

$0x0,%eax
0x400746 <phase_defused
%cl % cl

0x400819 <phase-8+109>>

$0x0,%eax

0x400768 <secret_phase>
$0x0,%eax (=

0x40078a <explode_bomb>

: (gx just means print out "giant” 8 byte words)

0x00000000004007d5
0x00000000004007df
0x00000000004007¢9

[\ “rantay



1. What daes the jmpq* instriction do, anc

to? (5 Points)

2. What input string would defuse the bom

&

3. What input string would activate the sec

€

| what program control feature ¢

b? (5 Points)

ret phase? (5 Points)

loes it

sometimes correspond



