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Notes:
1. This is a closed-book, closed-notes examination. But you can use the one-page cheat sheet.
2. You are not allowed to use your electronic devices.

3. Be brief and concise in your answers. Answer only within the space provided. If you need
additional work sheets, use them but do NOT submit these sheets with the midterm examination.

4. Use the back pages for scratch paper. You should cross out your scratch work when you submit
your exam paper. Any answers or work shown on the back of any page will NOT be considered
or graded.

5. If you wish to be considered for partial credit, show all your work.

6. Make sure that you have 10 pages (including this page and one-page Appendix) before you begin.
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Problem 1: Multiple choices (2 points each). Select correct answers from the four choices.
Note that there can be multiple correct answers.

For your reference, the following are the full names for the used Acronyms: HTTP: hypertext
transfer protocol; DNS: Domain name system; SMTP: Simple mail transfer protocol; POP3: Post
office protocol version 3; IMAP: Internet Mail access protocol; TCP: transmission control protocol;
UDP: User datagram protocol.

e,

* 1. What would be the correcnfeahure(s) of a file-distribution application using the peer-to-peer
(P2P) model rather than the client-server model?

X
e Your answer (A) All péi"s have to remain always on; (B) A peer cannot leave
even after its file downloading completes; (C) P2P model scales worse than the client-server
model; ‘A peer can act as a client by issuing requests while serving other peers.

2. Which protocol is not 1 used when Bob uses his smartphone to browse the ESPN. Web. site?
e Your answer (A) TCP; (B) HTTP; @MAP; (D) DNS.

e Your answer (A) Bource port number (B) Destination port number; (C) Length;
(D) Sequence numben_

4. What is true regarding Dynamic Adaptive Streaming over HTTP (DASH) for video streaming?

e Your answer (A) The video is encoded into several different versions, which have
different qualities but have the same bit raaa; 't allows clients with different Internet

access rates to stream in video; (C) The client selects different chunks one at a time with
HTTP PUT7§equest messages; (D) It does not allow a client to%fynammally adJust its
streaming rate once the streaming session starts.

5. Which is a benefit of packet switching but not circuit switching?

e Your answer (A) congestion may occur inside the network; (B) t ervation is
always needed before data delivery; (C) providing delay guaranteed services@taﬁs‘cical
multiplexing -

6. When can the first TCP data segment starts its transmission during the TCP connection?

SYN+ACK message is received; together with the third ACK message; After the

e Your answer (A) together with the first SYN message; (B) bef()égjhe second
(D)
third ACK message has arrived at the receiver.

7. Which of the following statement about DNS is true?

e Your answer ____ (A) A local DNS server never queries the root/ISNS server; NS
uses caching to improve performance; Some of DNS queries can be iterative and others
recursive, in the sequence of queries t0 translate a hostname; (D) Only authoritative DNS
servers can respond to queries. v

8. Which layers in the protocol stack are implemented at the end host?

e Your answer plication layer, transport layer, network layer, link layer, physi-
cal layer; (B) application layer, transport layer; (C) network layer, link layer, physical layer;
(D) application layer only.



9. Which mechanism of HTTP is used to allow a cache to verify that its objects are-up to date?

e Your answer (A) Cookies; (B) stateless HTTP server@onditional GET; (D)
HTTP with persistent connections.

Jv &

Problem 2 (3 points each): Answer the following questions. Be brief and concise. Jos
0.

1. In an ongoing TCP connection, the TCP sender receives a new Acknowledgment segment, \X}rhich
has its ‘Receive Window’ field set as 11000 Bytes. Before receiving this Acknowledgment, the
TCP sender has not perceived any segment loss with its cwnd being 10000 Bytes and its ssthresh
as 8000 Bytes. What is the window size updated by TCP in its reliable transfer right after
receiving this Acknowledgment? Assume the maximum segment size (MSS) is 1000 Bytes. Show

your steps.
With addifie invease | A€W cond = 10000 +nimo= | ofo0 Brtes

“ T ewhd € Receive Wimdow .

2. Consider the queuing delay in a router buffer (preceding an outbound link). Suppose all packets

are L bits, the transmission rate is R bps, and that all N packets simultaneously arrive at the
buffer at time t=0. Find the queuing delay of the packet that is transmitted last.

Tl"‘l lmﬁ Faclﬁft ;\(AE‘ t- W“h{f 'fvv’ !'V ! }oaewﬁ; t'\J 19'9 Y.L/VV"UM(fM
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3. A new video streaming startup v-start decides to use the third-party CDN provider limelight to
scale and reduce streaming latency. Explain how to leverage DNS to intercept and redirect the
user clicks on http://video.v-start.com/ to the CDN servers deployed by limelight.

@C;er\t feqx/&mf Man!fu'f: 7[1,(’ . Client resdves video VRL with v-start pMNS .
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4. Consider two TCP connections sharing a single link, with identical round-trip-times and seg-
ment sizes. The additive-increase, multiplicative-decrease (AIMD) mode is known to ensure fair
share for both connections eventually. Now a programmer decides to use multiplicative-increase,
additive-decrease (MIAD) mode in his implementation. Explain whether this change will result
in starvation of a connection (i.e., if starting from an arbitrary window size, one ¢onnection will
eventually be starved to the lowest speed while the other will get the highest speed) or not. You
can use a figure in your justification.
Connectinn | }Im o fW"Q{S Wi h m ’tlr/ b norea (e, Tha vector
R ' rOws (‘}V‘/ .? rorn m Uy m
m wu tre  decrtue,” the veckor decrtase  with
lo Slope 1.
Thus Leo_cff tv conv ence to WM} ot (/\MA@({ hon
and s€arvetim 0T fhe other cComne i,

R Commec tinpn 2_ _
MLAD ill vrenlt in sCarvalipn



. Consider that amazon.com uses a session cookie to track the shopping cart on Susan’s browser.
Can ebay. com reuse the same cookie? Can amazon.com reuse the same cookie on Bob s browser"
obay.am eannol reuse At Same cooki® . Coskis ave 5}»@
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6. For the Go-Back-N protocol with the sender window size of 16, what is the minimum number of
bits needed for the sequence number field?

me&cf;ﬁ: = Nfl; }7/

Problem 3 (8 points): Joe is writing programs with a client and a server using stream sockets. The
following is the SERVER code that Joe wrote. Can you help Joe to find four errors (there can be
more) in his code? You can mark your answers in his code, and label the errors in the code. You can
use the Appendix for references. -

#include <server.h> /* assume all headers are included correctly */
#define PORT 8080
int main(int argc, char const *argv[]l)

suleg .

{
int server_fd, new_fd; /* listen on server_fd, new connection on new_fd */
struct sockaddr_in address; 7
~int addrlen = sizeof (address);
char buffer[1024] = {0}; SMI(L be Jess than [<>
char *hello = "Hello from server"; \[
if ((server_fd = socket(AF_INET, SOCK_STREAM, 0)) > 0) {
perror("socket failed");
exit (EXIT_FAILURE); i
1 - shonld be AF_INET.
address.sin_family = PF_INET;
address.sin_addr.s_addr = INADDR_ANY;
address.sin_port = ntohs(PORT); & we 0“’5 ““VV&Z‘? e "‘@Wl( 'fwmw’[ M{/ f"wﬁ
oowe shadd we Ao Ry §CPOR'D .
if (bind(server_£d, (struct sockaddr *)&address, addrlen) < 0) {
perror(”blnd failed");
exit (EXIT_FAILURE) ;
} y
if. (accept(server_fd, 3) < 0) {
exit (EXIT_FAILURE);
¥ | .
if ((new_fd = listen(server_fd, (struct sockaddr *)&address, (socklen_t#*)&addrlen)) < 0) {
i XIT RE) ; .
} exit (EXIT_FAILURE): (- (o rend 5 fww«f% »
int valread = read(server fd, buffer, 1024); /
printf ("%s\n", buffer); <— d@v\&WS putber Mtj’”f mt be O topmmated
sendto(new_fd, hello, strlen(hello), 0); v
printf("Hello message sent\n"); ﬁ\lgy gf&c'ﬁ(mt¢@m/ gqukﬁg éa} i ;L
¥ M A 1T V\Ml/hf/f

4

o send balnew A4, Rello, strlen Cell)y, O MULL , O);



Problem 4 (12 points): Delay in Application Layer Protocols One end host A visits store.
google.com and www.amazon.com sequentially to compare the price of a smart watch.

* (4 points) (a) Assume Host A’s local DNS server’s cache is empty initially. Therefore, Host A
needs to get the IP address of store.google.com via DNS query. Also assume that:

Only iterative DNS queries are used.
— The RTT between Host A and the local DNS server is 20 ms.
The RTT between the local DNS server to any authoritative DNS server is 100 ms.

|

!

Ignore any DNS server’s processing time.

|

TTL value for any record is 1 hour.

Any domain under google. com is hosted by ns. google. com; any domain under amazon. com
is hosted by ns.amazon.com. '

How many milliseconds would have elapsed when Host A gets the IP of store.goc')f;e .com?
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e (4 points) (b) Host A next visits www.amazon.com to compare the price of the same product.
Assume www.amazon . com points to a 1000-Byte HTML file which references‘élim\age-af. Each ref-
erenced image size is 500 Bytes. The one-way propagation delay between Host A and Amazon’s
a{g} Web server is 100 ms and the transmission rate is 1 Mbps. When calculating the transmission
& 0% delay, assume only HTTP response payload counts for that. If Host A usesﬁ_’Ef_l.\O, how many

milliseconds would have elapsed when Host A receives all referenced images of www.amazon. com
f1= since it inputs the URL www.amazon.com in a browser’s address bar?
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e (4 points) (c) Repeat (b), assuming Host A uses HTTP 1.0 with maximum 4 parallel connections.
All other assumptions are the same.
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503 + 200.

Problem 5 (12 points): TCP Protocol You are asked to fill in as many fields as possible in the
TCP header (given in the right subfigure) for the fifth TCP message (marked with (?77)) shown in
the left figure. The left figure shows the sequence of messages being exchanged between the client
and the Web server, starting from T'CP connection establishment, HTTP request/response, to TCP
connection close.

Write your answers in decimal format directly in the right figure.  Assume that non-persistent
HTTP is used. The HTTP request is 200 Bytes, while the HT'TP response from the server is 800
%Chent and Server’s IP addresses are 111.111.111.111 and 222.222,222.222, respectxvely,
and the client uses port 5000 for the TCP connection (hint: the TCP port number used on the Web
server is 80).
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(a) TCP Message Exchanges (b) TCP Header

Problem 6 (12 points): Reliable Transfer Protocol In the following scenario, discuss how each
reliable transfer protocol reacts:

e (3 points) Will premature timeout (i.e., the retransmission timer has a value smaller than RTT)
affect the correctness of reliable transfer protocol? Briefly justify your answer.
7
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e (3 points) In the StOp and-Wait protocol how does the recelver reacts if a duplicate data packet
is received?

We shoeld send  an  ACK Fo B fart yalil] /Wket
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e (3 points) Assume cumulative acknowledgment is used and each data segment size is 100B. In
the Selective Repeat protocol, how does the sender react when receiving an ACK segment (with
acknowledgment number 900B) right after receiving a duplicate ACK segment (with acknowl-
edgment number 800B)? —

We chomld marl  the %w\(mt with  sequonie num ey~ §00
as  recewed b7 reetn, ex,

We advane the window i f %ﬂm-ﬁ wiin SEQH =£00 i [he
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e (3 points) In the Go—baqk—N protocol, if timeout is triggered at the sender before the sender
receives the third duplicate ACK, how does the sender react? Justify your answer.

Ceo-back -\ shanld  nol care byt f/{miD;’/wa ACK,
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Problem 7 (20 points): TCP Congestion Control You will work on two scenarios on TCP
congestion control. Note that Part 1 and Part 2 are considering different TCP connections; they are

not correlated.

1. (8 points) Consider a scenario that a timeout event has been observed at the TCP. sender. When
the timeout occurs, the congestion window size cwnd at the sender is 9 segments. In this scenario,
we assume that the receiver’s advertised window size is always larger than 10 segments.

e (2 points) How does TCP congestion control update its cwnd upon timeout?

We ol cwndh  Es l_ 'geﬁmﬂ/nt.

e (3 points) How does TCP congestion control update its ssthresh (i.e., slow start threshold
value) upon timeout? Show your steps.

sithech = mos(25k , 2) = v (£02) =T ] 2 4

e (3 points) Can the TCP sender transmit a new segment in addition to retransmitting the
segment that experiences timeout? Briefly justify your answer.
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2. (12 points) Consider another new TCP connection. Assume that all algorithms are
implemented in TCP congestion control: slow start, congestions avoidance, fast re-

transmit and fast recovery, and retransmission upon timeout. Right after fast re-
transmit/fast recovery phase, if ssthresh = cwnd, use the slow start algorithm.

You must draw a diagram to show the intermediate steps on Page 9 to receive full credit.

e TCP uses reliable transfer. The used ACK for each segment is based on cumulative ACK
and the acknowledgment number indicates the next expected segment. The receiver ac-
knowledges every segment, and the sender always has data available for transmission.

e Initially ssthresh at the sender is set to 8, and cwnd as 1. Assume cwnd and ssthresh are
counted in segments, and the transmission time for each segment is negligible (equivalently,
you can assume that each segment size is conceptually one unit). Retransmission timeout
(RTO) is initially set to 500ms and remains unchanged during the connection lifetime. The
RTT is 100ms for all transmissions. ;

e The connection starts from the initial sequence number of 1 at t=0. Segments with sequence
number 4 and 5 arrived at the receiver out of order (i.e., segment 5 arrives before segment
4). Segment with sequence number 7 is lost once. No other misbehavior is observed.

(a) (3 points) The receiver sends an ACK upon receiving segment with sequence number 5.
What algorithm should the sender use when receiving this ACK? What is the updated

value for cwnd and ssthresh upon this?
ane he ACE s nt o Mm//“rék, sepdir QAAM[A ol
tulce cu\7 otetonn .
cond = 4 ssthesh &
(b) (3 points) The receiver sends an ACK upon receiving segment with sequence number 4.

What algorithm should the sender use when receiving this ACK? What is the updated
value for cwnd and ssthresh upon this?

Tt rhonld e £fow stwt -
cond = G, ssthresh =2

(¢) (3 points) The receiver sends an ACK upon receiving the segment with sequence number
10. What is the sequence of actions the sender takes upon receiving this ACK?

Lt is the Frd oluplety ACK. T,
Sodov shoald wie  Fagf re Eyonsim i T -
TE set M‘i}l«ml\a G,V“—%?S o cpnd = ssthresh "/3 = . 6 .

(d) (3 points) What is the congestion window size cwnd at the sender when the sender transmits
segment with sequence number 167

Tt s 5 .



Draw your diagram for Problem 7.2 here.
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Appendix. Socket Programming Function Calls.

struct in.addr { in-addr-t s_addr; /* 82-bit IP addr */}

struct. sockaddr_in {

short sin_family; /* e.g., AF_INET */

ushort sin_port; /* TCP/UDP port */

struct in_addr; /* IP address */ }

struct hostent* gethostbyaddr (const char* addr, size_t len, int family)

struct hostent* gethostbyname (const char* hostname);

char* inef_ntoa (struct in_addr inaddr);

int gethostname (char* name, size_t namelen);

int socket (int family, int type, int protocol);

[family: AFINET (IPv4), AFINET6 (IPv6), AF.UNIX (Unix socket); type: SOCKSTREAM (TCP),
SOCK_DGRAM (UDP); protocol: O (typically)] :

int bind (int sockfd, struct socketaddr* myaddr, int addrlen);

[sockfd: socket file descriptor; myaddr: includes IP address and port number; addrlen: length of address structure
== sizeof(struct sockaddr.in)]

returns 0 on success, and sets errno on failure.

int sendto(int sgc_kid, char* buf, size_t nbytes, int flags, struct ,ww%jwﬂgn};

[sockfd: socket file descriptor; buf data buffer; nbytes: number of bytes to try to read; flags: typically use 0;
destaddr: TP addr and port of destination socket; addrlen: length of address structure == sizeof(struct sock-

addr.in)]

returns number of bytes written or -1, Also sets errno on failure.

int listen (int sockfd, int backlog),

[sockfd: socket file descriptor; backlog: bound on length of accepted connection queue]

returns 0 on success, -1 and sets errno on failure.

int recufrom (int sockfd, char* buf, size_t nbytes, int flags, struct sockaddr* srcaddr, int* addrlen);

[sockfd: socket file descriptor; buf: data buffer; nbytes: number of bytes to try to read; flags: typically use 0;
destaddr: 1P addr and port of destination socket; addrlen: length of structure == sizeof(struct sockaddr_in)]

returns number of bytes read or -1, also sets errno on failure.

int connect(int sockfd, siruct sockaddr® servaddr, int addrlen);

[sockfd: socket file descriptor; servaddr: IP addr and port of the server; addrlen: length of structure ==
sizeof(struct sockaddr-in)]

returns 0 on success, -1 and sets errno on failure.

int close (int sockfd);

returns 0 on success, -1 and sets errno on failure.

int accept (int sockfd, struct sockaddr* cliaddr, int* addrlen);

[sockfd: socket file descriptor; cliaddr: IP addr and port of the client; addrlen: length of structure == sizeof(struct
sockaddr_in)]

returns file descriptor or -1 sets errno on failure

int shutdown (int sockfd, int howto);

returns 0 on success, -1 and sets errno on failure.

int write(int sockfd, char* buf, size_t nbytes);

[sockfd: socket file descriptor; buf: data buffer; nbytes: number of bytes to try to write]

returns number of bytes written or -1.

int read(int sockfd, char* buf, size-t nbytes);

[sockfd: socket file descriptor; buf: data buffer; nbytes: number of bytes to try to read]

returns number of bytes read or -1. ‘
int select(int maxfdpl, fd_set *readfds, fd_set *writefds, fd_set *exceptfds, struct timeval *tuptr);
Convert multi-byte integer types from host byte order to network byte order:

uint32.t htonl(uint32_t hostlong): host to network short
wint16_t htons{uinti16_t hostshort): host to network long
uintd2_t ntohl(uint32_t netlong): network to host short
uint16.t ntohs(uinti6_t netshort): network to host long

|

|
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