22W-COM SCI-118-LEC-1 Midterm

TOTAL POINTS

99 /100

QUESTION 1
25 pts

11 10/10
v - 0 pts Correct

- 3 pts incorrect ack number

12 5/5
v - 0 pts Correct
- 5 pts incorrect

- 3 pts 126 or 128 (but basic concept is correct)

1.3 10/10
v - 0 pts Correct

- 4 pts part 1: incorrect

- 4 pts part 2: 2pts partial credits **(only applies on

reasoning based on fast transmits triggered)**
- 4 pts part 2: still the duplicate ack
- 3 pts part 2: not cumulative ack
- 2 pts part 2: miscalculation

- 6 pts part 2: incorrect

QUESTION 2
25 pts

21 4/4
v - 0 pts Correct
- 2 pts Incorrect ssthresh (correct answer is 16 or
(8,16)). Excluding 23/2.
- 2 pts Improper explanation
- 2 pts Compute 13th round (23/2) with correct

explanation.

Note: Second transmission round = second phase.

22 8/8
¥ - 0 pts Correct.

[1,5]u[19,22] (+-1 ar the margin is allowed)
- 6 pts Only part of the answer

- 8 pts Incorrect

23 8/8
v - 0 pts Correct.
[5-12]u[13,18] (+-1 ar the margin is allowed)
- 4 pts Only part of the answer
- 6 pts Only part of the answer

- 8 pts Incorrect

24 5/5
v - 0 pts Correct
3 duplicated ACK; cwnd is cut by half, not to 1.
- 2 pts Missing or improper explanation

- 5 pts Incorrect

QUESTION 3
25 pts

31 5/5
v - 0 pts Correct
- 1 pts Incomplete explanation
- 3 pts Incorrect explanation

- 5 pts Incorrect

32 5/6
v - 0 pts Correct
v -1 pts Incorrect or missing fragment sizes in
explanation
- 2 pts Incomplete explanation
- 3 pts Incorrect explanation

- 6 pts Incorrect

33 8/8
v - 0 pts Correct



- 2 pts Incorrect or missing fragment offset

- 1 pts Incorrect or missing fragment sizes

- 3 pts Incorrect or missing total number of
fragments

- 3 pts Incorrect explanation

- 8 pts Incorrect

34 6/6
v - 0 pts Correct

- 6 pts Incorrect

QUESTION 4
25 pts

41 5/5
v - 0 pts Correct
- 2 pts Caching Resolver RTT Error.
- 4 pts Procedure Error.

42 4/4
v - 0 pts Correct
- 2 pts Caching Resolver RTT Error.

- 4 pts Error for the checking procedure

43 4/4
v - 0 pts Correct

- 3 pts Incorrect number

44 4/4
v - 0 pts Correct

- 2 pts Unclear explanation

45 4/4
v - 0 pts Correct

- 1 pts Domain owner/operator determine the TTL

-1 pts Pros Unclear

- 1 pts Cons Unclear

46 4/4
v - 0 pts Correct

- 1 pts Do not mention fast, without connection

setup delay

Page 2

- 3 pts Do not compare TCP/UDP



CS118
Winter 2022 Midterm Exam

1 hour 50 minutes
Close book and closed notes; NO use of any device except calculators.

Two pages of cheat sheet allowed; write your answer legibly.

‘s This exam has 3 pages including this cover page. Do all your work on these exam sheets,
use the back side if needed.

e Cross out all the scratch work that you do not want to be counted as part of your answer
before you submit the exam.,

e Show all your work, including unfinished problems that you wish to be considered for
partial credit.

» Be specific and clear in your answers, and explain all your answers.

e When the answer to a problem is not immediately clear, do not simply dump anything and
everything that comes to your mind on the paper, without knowing whether it is relevant or
irrelevant, Irrelevant answers can lead to point-deduction as they show a lack of
understanding to the problem.

Your name:

Student ID:

Points Your score
Problem 1 25
i Problem 2 25_ E
Problem 3 in
Problem 4 25
Total 100




Problem 1 (25 points) Host A and B are communicating over a TCP connection, and Host B has already received from A all
the bytes up through byte 126. Suppose Host A then sends three data segments to Host B continuously. The first, second,
and third segment contains 80, 40, and 20 bytes of data, respectively. The first segment header contains sequence number
127, the source port number 302, and the destination port number 80. Host B sends an acknowledgment whenever it receives
a data segment from Host A; if a segment arrives out of order, B sends a duplicate acknowledgment.

1.1 (10 points) Assume that all segments and acknowledgments arrive in order, what are the values for acknowledgment
number, source port number, and destination port number i the second acknowledgment sent from Host B to A, 7
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1.2 (5 points) If the second data segment arrives at B before the first one, in the acknowledgment of this first arrived segment,
what is the acknowledgment number? Assume there is no additional out-of-order delivery.
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1.3 (10 points) Suppose the first data segment to B is lost, but there is no additional packet loss or out-of-order delivery. The
second and third acknowledgment from B to A arrive successfully, but they atrive gfier A’s retransmission timer on the first
segment expires (thus A retransmitted the first data segment).

e Assuming TCP fast retransmit is enabled, will it be triggered by duplicate acknowledgements in this process?

e  What is the acknowledgment number in the last acknowledgement sent from B to A?
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Problem 2 (25 points) Assuming the value of a TCP connection’s congestion control

window, cwnd, changes over time as shown in the figure, where X-axis indicates the E_n ! "’,,.-,'7“
number of round trips, and Y-axis shows the value of cwnd as measured by the T R o "= ‘
number of segments. To help refresh your mind about TCP congestion control, the E nl § j
description from the last lecture is attached below: learn from observations 50—t

o when cwnd < ssthresh, increase cwnd exponentially - E‘;‘ :

e when cwnd > ssthresh, increase cwnd linearly (to the round trip time) HE 1 I

Teansmisston round

o if packet loss is detected: have gone too far: ssthresh = cwnd /2
o Ifthe loss detected by 3 dup. ACKs: network capable of delivering some packets, cwnd = cwnd /2

o Ifloss detected by timeout: slow-start again (cwnd = 1 segment)
2 1 (4 points) What is the value of ssthresh at the send transmission round? Please explain your answer.
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2.3 (8 points) Ident{fy the time intervals when TCP operates in éonges'tibn avoidance mode
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2.4 (5 points) There is a segment loss after the 12% round trip, therefore the cwnd value drops. Is this segment loss detected
by 3 duplicate ACKs, or by TCP retransmission timeout? Explain your answer,
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Problem 3 (25 points) Assume that IPv4 packets are
being transmifted across a large network from A to B. To
get from A to B, a packet must first pass through a subnet
X with an MTU size of 1000 bytes, and then through
another subnetwork Y with an MTU size of 400 bytes.
The MTU size outside X and ¥ are 1500 bytes.

3.1 (5 points) Without packet loss, if an IPv4 packet carrying a payload (i.e. the data portton) of 384 bytes is sent from A to
B, how many fragment(s) would arrive at B? Explain your answer.
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3.2 (6 points) Without packet loss, if an [Pv4 packet carrymg a payload of 900 bytes is sent from A fo B, how many
fragments would arrive at B? Explain your answer,
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3.3 (8 points) Without packet loss, and assume that an IPv4 packet carrying a payload 1100 bytes (which is a TCP segment)

is sent from A to B, how many ﬁ'agments would arrive at B? What is the value in the fragment offset field of the last’

fragment arrived at B? Explain your answer,
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3.4 (6 points) Assuming the same setting as question 3.3, except that the first fragment after Router R3 is dropped and all

the other fragments arrive at B, what will B do with these received fragments? Can it pass to the fransport module? Explain
OUr answer.
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Problem 4 (25 points) Consider the following DNS servers for rgot domain
resolution process: at time T=0, the caching resolver in
the figure has an empty cache, and Host-A sends a query
to resolve the DNS name of www.united.com to get the IP  Servers for edu.
___address. 2 minutes after Host-A received the answer from \
the caching resolver, Host-B sends the same query (i.e.
asking the IP address of www. united.com). Assuming that
the one-way delay between all local hosts and the caching
resolver is 20 msec (40 msec RTT), and it takes 150 msec
for the caching resolver to get a reply from each of all the
authoritative DNS servers. All authoritative servers
support iterative queries only. There is no packet loss.

We also know that the caching resolver finally receives
the following information and then sends the reply to
Host-A; note that the second column is the TTL value of each received resource record.
www.united.com. 200 IN A 142.250.68.142

united.com. 4023 IN NS nsl.united.com.
united.com. 4023 IN NS ns2.united.com.
united.com. 4023 IN NS ns3.united.com.

4.1 (5 points) How long does it take for Host-A to get the answer back for the IP address of www.united.com?
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4.2 (4 points) How long does it take for Host-B to get the answer back for the IP addr,ess of united.com?
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4.3 (4 points) How many name servers are in the united.com domain?
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4.4 (4 points) How does the caching resolver know the identity of the root servers when its cache is empty?
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4.5 (4 points) Who determines TTL values that determine how long the caching resolvers can cache the received resource
records? What are the pros and cons of using a small TTL value?. :
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4.6 (4 points) Why does DNS run on UDP by default instead of TCP?
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