UCLA CSC 118 Computer Networks

Midterm Exam
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Directions: Write your name on the exam and on every page vou submit. Write something for
every question. Students who do not write something for everything lose out over students who
write down wild guesses. You will get some points if you attempt a solution but nothing for a blank
sheet of paper. Write something down, even wild guesses, Problems take long to read but can be
answered concisely.
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1, Ove mportant answer. 4 points apiece.
e a)S o se anti-spam devices at the network that check for
the content of every packet to see if it is likely spam (i.e., junk mail) and drop those packets.
The ISP claims that looking at email contents (not headers) is not a layer violation. More
specifically, they claim that if the routing or transport layer changes, they would not have to , )
reprogram their a.ntmpam devu:e Ekplaan what is wrong with this argument. Di Anef do 1o S .
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e b) Media Impalrments Cst cable has a ’\\qmat Bandw1d h ‘o100 1\ 75 In order to

transmit_at 100 Mhbps over Cat ,cable why can you not use Manchester encoding? 1/
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e d) Preambles and Transitions: Why is 01011 Ol(jll 01011 a good preamble for 4-5 7% CF5C5
encoding whereas 0101010101 is a good preamble for Manchester encoding (Hint: in 4-5
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run at the same time on an 1BM 360. Explain in terms of latency and throughput what batch Vi
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* h) Restarting Data Link Protocols: Suppose after a crash, the sender sends a RESTART ({" w brole I ek
message using a pseudo-random number generator that uses the sender ID as a seed. '\’& hat 1,.¢ lem éigt
could go wrong? Tt pro'el e iS  dhee Lﬂ ng,« A Y esps '(_.u, ,,4{ e fr, s rﬁ
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o i) Multlplexmg When a voice call is made, 64kbps of data bandwidth is reserved across
any digital line in the path of the call. Why i is strict multlplexlng reasonable for a voice c,a.l].
instead of bt& 15L:C¢] multiplexing? \/!‘E}V’ U 1 4 ealls  df ofpi g
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e j) End-to-end argument: In Lhe ln{emet, vendors sometunes requ.re ha* their packets be
encrypted (i.e., coded such that the packet cannot be read by intruders listening on the wire).
Why is it better to have the packet encrypted by the source and decrypted at the destination
(i.e., end-to-end) instead of being encrypted and decrypted by each router in the path (i.e.,
hop-bv hop)'?
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2, Recovering Bits, Nyquist Limit: In HW 1, we showed that sending a bit every 1 usec
was possible without intersymbol interference. even though the output of a 1 lasts a long time (
say 4 usec). This is because the output had the right “shape” so that earlier bits are always at 0
Volts whenever later bits are sampled. However, the shape of the output is crucial. In the figure
below, suppose the output is as shown. Note that the output makes a swing down to -2.1 V at 3
usec and is back to 0 at 4 usec. With such an output intersymbol will take place when sending bits
every 1 usec. Assume the bits to be sent are 111. Write on back of paper if needed.
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Figure 1:

(4 points) a) Suppose that the 3 bits are sent at times 0, 1, and 2 usec respectively. Draw a
picture of the waves corresponding to the first, second, and third bits on the picture above.
The first is drawn, draw the second as a dashed wave, and the third as a dotted wave.
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¢ (4 points) b) Suppose that the 3 bits are sampled at times 1, 2, and 3 usec respectively. What
[V is the sampled value of the output in volts at these three sampled times? C{VJ “ ) \ A4 V

e (2 points) ¢) Suppose the receiver declares the received bit to be a 1, when the voltage is
more than 2V, and to be a 0 otherwise. What 3 bits will the receiv_’ir jle‘.té,_:)si{:s,l layer output?

» (4 points) d) Describe (don’t draw) an example in which InterSymbol Interference occurs
eve? when sending once every 2 usec. mr= Seer e = 13,5,
14 \fon ! U ]

(¢ 14 tler ~ow will a7 _"/‘-:"*!-C‘Y-’nr{ on Ho cecord Carmplt aal !
.~ ® (6 points) @ With this new shape, what is the fastest rate that the sender can send and

guarantee zero intersymbol interference. 2 points for the answer, and 4 points for a simple
argument that if you send at this rate, no matter what set of bits are sent in the past, there
will be zero interference when the current bit is sampled.
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%Q: CRCs Peter Protocol only knows how to compute 8 bit CRCs efficiently (CRC-8) and
cannot figure out how to implement CRC-16 efficiently. No worries, he thinks, I can just use two
CRC-8's in the same frame as shown in the figure. He uses a standard CRC (shown as CRC-1).
He then adds a second CRC, shown as CRC-2, that applies to the original data plus CRC-1.

Bit0 Bit 0
for CRC—1 for CRC—:

i

1]
5 i

Data | CRC-1 | CRC-2
8 bits 8 bits
0 g
Figure ;: !

(5 points) Suppose there is an error in positions i, j, . ., k in the Data. Assume that positions
i, j, . . k are numbered starting with the LSB of CRC-1 (in other words, the first bit of the
data will be Bit 8.) Write down the error po]\ rlomml with respect to CRC-1

D of '{;'rv"!f.gﬁ-fa&i b K+ yf + %"

e (5 points) Now write down the error polynomial with respect to CRC-2. Note that the
numbering of bits will change with respect to CRC-2 because with respect to CRC-2, bit 0 is
the LSB of CRC-2. So the same error will result in a different error polynomial for CRC-2
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e (6 points) Using your understanding of polynomial division, show that if CRC-1 fails to detect
an error in the data, then CRC 2 will also not detect the error. H 4 %
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o (4 pomts; Based on your last answer, hom does Peter Protocol’s idea of using two

compare with usmg a single CRC-87 How does it compare to using CRC-167
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4, Data Link Protocols on Synchronous Links revisite

“extra” problems assume that the time taken for a message or ack is 0.5

d: Recall in HW 2 one of your
time units. Further senders

send frames only at integer times like 0,1,2. When a receiver gets an error-free frame (sent at time
n) at time n + 0.5, the receiver sends an ack back that arrives (if successful) just before time n + 1.

Instead of using the standard alternating bit protocol, assume t
numbers in messages or acks. However, sender messages carry a
to the value of a state variable ack_received at the sender.

hat sender and receiver use no
single bit a, which which is set

The state variable ack_received at the

sender is set o true at time n if and only if an ack was received in time period [n — 1, n).

it at time n+ 0.5 and sends an ack that is lost.

a), 5 points: Consider a message sent successfully by the sender at time n. The receiver gets
Thus ack_received at time n+ 1 is false. Based

on this write a single If-then-else clause of pseudo-code to specify what the sender should do
(e.g., retransmit, send a new message) at time n + 1. Explain why briefly.

b), 5 points: Based on the same example, write down 1 line of pseudo-code to specify what

the receiver does (e.g., deliver or drop message) when it receives (a,m) where a is the value of
the ack_received flag when the sender sent (a, m). Justify your answer. Explain why briefly.

sender sends a single message that is not lost.

c) 5 points: Now consider the case when sender and receiver start the protocol, and the
Based on your code in b) what should the

value of ack_received be initialized to at the sender. Explain why briefly.

d) 5 points: Now consider the case when the sender and receiver start with the initialization

as in ¢). The first message sent at time 0 is lost. Any message sent at time 1 gets through.
Based on your code in a) and ¢) what goes wrong? What do you conclude about this protocol?
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