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TOTAL POINTS

106 / 120

QUESTION 1

1 20 pts

1.1 1.1 (TCP as a transport) 3 / 3

- 0 correct

- 0.5 Incorrectly select

- 0.5 Incorrectly select

- 0.5 Incorrectly select

- 1 should select 3 correct options

- 1 should select 3 options

- 1 should select 3 options

1.2 1.2 (stateful) 2.5 / 3

- 0 Correct

- 0.5 Select a wrong answer

- 0.5 Select a wrong answer

- 0.5 Select a wrong answer

- 3 Wrong answer, leave blank

1.3 1.3 (p2p) 1 / 1

- 0 Correct

- 1 Incorrect (b is not chosen)

- 0.5 At least one other (incorrect) options selected

1.4 1.4 (HTTP request/response info) 2 / 3

- 0 Correct

- 1 missing d

- 1 missing e

- 0 missing f

- 1 One wrong answer (a-c)

- 2 Two or more wrong answers (a-c)

1.5 Protocol is ... 2 / 2

- 1 At least one correct (format/order/actions)

- 0 Two or more correct (format/order/actions)

- 2 Incorrect

1.6 Most common HTTP method 2 / 2

+ 1 GET

+ 1 POST

+ 0 Incorrect/Blank

1.7 DNS and HTTP 1.5 / 2

+ 0.5 replicated

+ 0.5 cached

+ 0.5 replicated

+ 0.5 cached

+ 0 Incorrect

1.8 Common TCP/UDP functions, unique
TCP functions 4 / 4

+ 2 multiplexing/demultiplexing/error detection

+ 1 half credit to common function

+ 1 delivery guarantee

+ 1 flow control

+ 1 congestion control

+ 0 Incorrect

+ 1 Incorrect: send/connect/accept/listen calls

QUESTION 2

2 20 pts

2.1 2.1 Delay for 12th packet 3 / 6

+ 6 Correct

+ 3 Correct transmission delay

- 1 Incorrect number of RTTs

+ 0 Incorrect

2.2 2.2 Total delay 2 / 2

+ 2 Correct 501ms, accepted answer if +-100ms

+ 0.75 Correct transmission delay

+ 0.75 Correct total number of packets

+ 0 Math problem

+ 0 Incorrect

2.3 2.3 Total delay with 100ms propagation
delay 6 / 6

- 0 Correct (correct 2.64s, accepted 2-3s)

- 1 No or incorrect explanation provided



- 3 Wrong value, but within reasonable range from the

correct (1-2, 3-5)

- 0.5 Incorrect RTT calculation

- 6 Incorrect

2.4 2.4 Shortest delay / adjust window 3 / 6

- 0 Correct (20-21, delay ~600ms)

- 0.5 No (or incorrect) optimal delay calculated

- 1.5 Mentioned value >21, but no or incorrect

explanation provided

- 6 Incorrect

- 3 Mentioned to increase window, but <21 or way

too many

QUESTION 3

3 20 pts

3.1 3.1 Query for amazon.com/A 4 / 4

- 0 Correct

- 2 Second query incorrect

- 1 Problem with one of the queries

- 4 Incorrect / no answer

3.2 3.2 Query for google.com/MX 3 / 3

- 0 Correct

- 1 Issue with the answer (one unnecessary query)

- 1.5 Didn't include query t google.com NS

- 3 Incorrect / missing / more than one unnecessary

query

3.3 3.3 Query for
mail/hangout.google.com/AAAA 5 / 5

- 0 Correct

- 1 Extra (or missing) query for 1st query

- 1 Extra (or missing) query for 2nd query

- 2 No more than two unnecessary queries for one of

the queries

- 3 More than 2 unnecessary queries for one

- 5 Incorrect / missing

3.4 3.4 List cached records 4 / 5

+ 2 google.com/MX, primary.google.com/A,

backup.google.com/A (from 3.2)

+ 1 google.com/NS

+ 2 mail.google.com/AAAA,

hangout.google.com/AAAA

- 0.75 One wrong domain

- 1.5 Two wrong domains

- 1 Type of records not specified

+ 0 Incorrect / missing

3.5 3.5 Reachable 3 / 3

- 0 Correct

QUESTION 4

4 20 pts

4.1 4.1 Sequence numbers 10 / 10

+ 1 One correct sequence number of flag

+ 1 One correct sequence number of flag

+ 1 One correct sequence number of flag

+ 1 One correct sequence number of flag

+ 1 One correct sequence number of flag

+ 1 One correct sequence number of flag

+ 1 One correct sequence number of flag

+ 1 One correct sequence number of flag

+ 1 One correct sequence number of flag

+ 1 One correct sequence number of flag

+ 0 Incorrect/blank

4.2 4.2 Missing exchange 5 / 5

- 0 Correct

- 0.5 One or more incorrect / unnecessary / missing

exchanges

- 0.75 One flag or sequence number is wrong

- 1.5 More than one flag or sequence number is

wrong

- 2.5 Sequence numbers / flags (or their relation) not

shown

- 5 Incorrect / missing

4.3 4.3 Max TCP pipeline 3 / 5

- 0 Correct (or close)

- 2 Too large or too small

- 2 Incorrect statement that there is no limit

- 2 The result is not throughput (bit/s or byte/s)

- 0.5 Right direction, but didn't give complete answer

- 5 No attempt

- 3 Attempted, but didn't give the answer



QUESTION 5

5 20 pts

5.1 5.1 UDP checksum 5 / 5

+ 1.5 Found checksum in the packet

+ 4 Attempted to calculate 1-complement of 1-

complement sum of 16-bits

+ 1 Gave an answer without basis

+ 2.5 Calculated sum, but didn't indicate 1-

complement of 1-complement / not correct items

added

+ 2.5 Attempted calculate but not 1-complement of 1-

complement sum or not 16-bit numbers

+ 0 No attempt / incorrect

5.2 5.2 IPv4 header checksum 5 / 5

+ 1.5 Found checksum in the packet

+ 4 Attempted to calculate 1-complement of 1-

complement sum of 16-bits

+ 1 Gave an answer without basis

+ 2.5 Calculated sum, but didn't indicate 1-

complement of 1-complement / not correct items

added

+ 2.5 Attempted calculate but not 1-complement of 1-

complement sum or not 16-bit numbers

+ 2 Give semi-valid answer not to the question asked

+ 0 No attempt / Incorrect

5.3 5.3 Demultiplex 6 / 6

- 0 Correct

- 0 Not mentioned that OS uses UDP-specific lookup

table to find app socket

- 3 Incorrect mentioning of sourceIP/sourcePort as

part of the lookup

- 1 Didn't mention destination IP for demultiplexing

- 3 Didn't mention use of destination ip&port to

lookup in kernel's UDP socket-app table

- 4 Only showed port number

- 6 Incorrect / missing

5.4 5.4 UDP facts 4 / 4

+ 1 UDP payload (2^16)

+ 1 Port numbers (0, 2^16-1), ok if start 1024

+ 1 Number of distinct apps (2*2^16)

+ 1 Number of apps to prevent (2^16)

+ 0 Incorrect

QUESTION 6

6 20 pts

6.1 6.1 Secret message 3 / 4

- 0 Correct

- 1 Mentioned public key encryption, but didn't

discuss how to get public key for a person you never

met before

- 0.5 Mentioned how to get public key, but didn't

define why it should be trusted

- 4 Incorrect / missing

- 3 Mention PGP, but in incorrect context

6.2 6.2 Info from email 3 / 4

+ 4 Correct

+ 2 Mentioned PGP signing and telling (out-of-band)

your key (key fingerprint) to the professor / out-of-

band acknowledging sending email

+ 2 At least two objective info items listed

+ 1 At least one objective info listed

+ 0 Incorrect / missing

6.3 6.3 Invalid HTTPS 4 / 4

- 0 Correct (At least 2 reasons listed)

- 2 Only one correct reason listed

- 4 Invalid / missing answer

6.4 6.4 Multiple DNS records for
youtube.com/A 3 / 4

- 0 Correct (at least 3 correct reasons listed)

- 1 Only two correct reasons listed

- 2 Only one correct reason listed

- 0 Incorrect/missing answer

6.5 6.5 HTTP/2 vs QUIC 4 / 4

- 0 Correct

- 1.5 Only one reason listed

- 4 Incorrect/missing answer
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