CS118 Midterm

Richard Sun

TOTAL POINTS

90 /100

QUESTION 1
20 pts
11 (4/4)
- 0 Correct
- 0.5 Base object also requested by proxy

- 1 0ne object is missing

12 (4/4)
- 0 Correct
- 0.5 Base object is also requested by proxy
-4 Incorrect

-1 One object missing

13 (12/12)
- 3 1st wrong
-3 2nd wrong
- 3 3rd wrong
- 0 (not graded) foo.com/logo.png and
bar.com/logo.png not related, even if IP match
- 0 Correct

QUESTION 2
20 pts
21 (5.5/6)
+ 6 Correct
+ 1 know connection setup RTT + http RTT
+ 2 calculate connection setup RTT correctly
+ 2 calculate http RTT correctly
+ 1 know 4 connections one-by-one
- 0.5 calculation error
+ 0 wrong
2.2 (5.5/6)
+ 6 Correct
+ 1 know two rtt
+ 2 calculate parallel transmission correctly
(queueing)

+ 2 calculate queuing correctly

+ 1 calculate last one correctly
- 0.5 calculation error

+ 0 wrong

23 (4/4)
+ 4 Correct
+1 setup tcp
+14 requests
+ 1 one request calculation
+ 1 total

+ 0 wrong

24 (4/4)
+ 4 Correct
+ 1 connection
+1 4 back-to-back response
+ 2 queueing delay
+ 0 wrong

- 1 end-to-end delay error

QUESTION 3
20 pts
3.1 (4/4)
+ 4 Correct
+1 query to root
+ 1 query to com
+1 query to google.com
+ 1 query to caching resolve
+ 0 wrong
+ 1 partial
3.2 (4/4)
+ 4 Correct
+ 1 query to com
+1 query to amazon.com
+1 query to resolver
+1 caching

+ 1 partial



3.3 (3/3)
+ 3 Correct
+1root
+1.com
+1 google.com
+1no cache
+ 1 partial
- 1 additional queries
3.4 (3/3)
+ 3 Correct
+1amazon.com
+ 2 caching
- 1 additional query

+ 0 wrong

3.5 (5/6)
+1a)is right
+1Db) is right
+1c)is right
+1d) is wrong
+1e)is right
+1f) is wrong

QUESTION 4

20 pts

41 (3/6)
- 0 Correct
-0.5SYNin 2nd
- 0.5 no SYN in 3rd packet
- 0.5 no SYN in 3-9th packets
- 0.5 no SYN in 3-9th packets
- 0.5 no RST flags anywhere
- 0.5 No FIN in last packet
- 0.5 no FIN in 1st-6th packets
- 0.5 no FIN in 1st-6th packets
-1 FIN 8th, no FIN 9th
- 0.5 FIN in 7th and 8th
- 0.5 no ACK in 7th packet
- 0.5 ACK in 3rd packet
- 0.5 ACK in 4 or in 4&5th packet
- 0.5 ACK in 6th packet
- 0.5 ACK in 8th packet

- 0.5 ACK in 9th packet

- 0.5 One or two unspecified flags
- 2 4 unspecified/incorrect flags

- 6 Most flags not filled

- 2 4 unspecified/incorrect flags

4.2 (5.5/8)
- 0 Correct
-1 No. 3incorrect
-1 No. 4 incorrect
-1No. 5 incorrect
- 1No. 6 incorrect
- 0.5 No. 7 incorrect (no ACK)
- 1No. 8 incorrect
-1 No. 9 incorrect
- 8 Incorrect
- 0.1 Error in calculations
- 0.5 Some mixing of ack and seq positions
- 0.5 SegNo offset error
43 (1.5/3)
- 0 Correct
- 3 Incorrect
- 1.5 Incomplete/unclear reasoning
+1 2 correct reasons
4.4 (3/3)
- 0 Correct
- 1.5 Issue with reasoning
- 0.5 Minor issue

- 3 Incorrect/Missing answer

QUESTION 5

20 pts

51 (4/4)
- 0 Correct
- 2 Didn't mention no need for a connection (extra
RTT)

-4 Incorrect

5.2 (4/4)
- 0 Correct
-4 Incorrect
- 2 Incorrect explanation

- 1Incomplete explanation (no delay mentioned)



+ 1 (extra credit: firewall issue)

53 (3/4)
- 0 Correct
(b) is not secured at all (HTTP), so can be
monitored or you can be talking not to amazon
- 1(c) is encrypted (no monitoring), but you will send
data not to amazon, but a potential attacker
Missing/wrong/incomplete discussion of unsafe
cases
Some issues with discussion
(a) is safe = DV validated cert

(@) is pretty safe

® When some items loaded over HTTP, the
address bar will still show green. Or may be
yellow. Red and strikeout means something
really bad

54 (4/4)
- 0 Correct
Incorrect/incomplete reasoning
Issue with reasoning
Incorrect/missing answer
5.5 (4/4)
+ 2 Head-of-line blocking
+ 2 Reduce size of headers / overhead
+ 2 Request prioritization/request-response
interleaving
+ 2 Proactive push of objects
+ 2 Non-optional pipelining
+1 Almost correct item
+ 0 Correct

Incorrect/Missing

Page 3 algradescope



CS118
Spring 2016 Midterm Exam

1 hour 50 minutes
Close book and closed notes; NO use of any device except calculators.

This exam has 6 pages, including this cover page. Do all your work on these exam sheets.
Cross out all the scratch work that you do not want to be counted as part of your answer
before you submit the exam.

Show all your work, including unfinished problems that you wish to be considered for
partial credit.

Be specific, clear, concise in your answers, and explain your answers.

When the answer to a problem is not immediately clear, do not simply dump everything,
relevant or irrelevant, on the paper. Irrelevant answers may lead to point-deduction as they
show the lack of understanding of the problem.

Your name: g ja-d Syn

Student ID: 904444 9 | %




e i.- . LARR o o Loe G B ey i

“.'r

At g



Problem 1 (20 points) Three hosts share the same web caching proxy whose cache is empty at the beginning. The browser
on host 1 sends the proxy a request for http://foo.com/info?uid=tom. This initial object contains three

referenced objects, which are then retrieved by the browser on host 1: 4
http://foo.com/logo.png: host 1 &
http://foo.com/profile?uid=tom
http://foo.com/footnote \

10 seconds later, the browser on host 2 sends a request for host 2 & —_— @ —{ Internet _ g

http://foo.com/info?uid=jerry. This initial object also contains S

three referenced objects: / e~ WD S
http://foo.com/logo.png oot § @
http://foo.com/profile?uid=jerry

http://foo.com/footnote

1.1 (4 points) Please circle one or more HTTP requests that were sent from the caching proxy in the first 10 seconds.

(a) http://foo.com/info?uid=tom g http://foo.com/logo.png
((c)http://foo.com/profile?uid=tom http://foo.com/footnote
(e) http://foo.com/info?uid=jerry (£f) http://foo.com/profile?uid=jerry

1.2 (4 points) Please circle one or more the HTTP requests were sent from the caching proxy after the first 10 seconds.

(a) http://foo.com/info?uid=tom (b) http://foo.com/logo.png
(c) http://foo.com/profile?uid=tom (d) http://foo.com/footnote
(§> http://foo.com/info?uid=jerry ((¥)) http://foo.com/profile?uid=jerry

1.3 (12 points) Please circle True or False.

(True or@) If another host, host 3, sends a request for http://foo.com:8080/1ogo.png, the proxy
will not send any HTTP request.

(Trug or False) If host 3 sends a request for http://foo.com:80/1logo.png, the proxy will not send any
HTTP request.

(True or(mié) Host3 sends another request for http://bar.com/logo.png. When the caching proxy
sends the DNS query for name bar . com, DNS returns the same IP address as the [P address for foo.com. This must be

an error,

[M] (True or False) If http: //£00.com/1ogo.png object is already cached in the proxy, the caching proxy
will not send a separate HTTP request for http://bar.com/logo.png.
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Problem 2 (20 points) A web browser is running on the host A, A web server on the '
host B. Host A and B are connected to a router R. The bandwidth of Link A-R is hastA domnbi o &
1 Mbps (10° bits/sec), while the bandwidth of Link R-B is 2 Mbps (2 10° bits/sec). &_@_@

1Mpbs 2Mpbs

The propagation delay of both links is 10 msec.

A sends 4 HTTP requests to B, each HTTP responses message is sent back in a 1250-byte packet.
Assume that the size of HTTP requests and TCP SYN/SYN-ACK messages are small enough so that their transmission
delay can be ignored. Also assume that TCP flow and congestion control window sizes are big enough so that they do not

slow down data transmission. There is also no packet loss.
2.1 (6 points) Assuming the browser uses HTTP/1.0 to retrieve the data. The browser only uses a single TCP connection at
any given time. Starting from sending the first TCP connection setup (SYN) packet, how long will it take for the browser to
receive all the 4 pieces of data?

TCP servp for @a), aLst i SYN J04)02 Oms

Syrding O ”"i«“o"f Jo# /0 = LUAg
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. 4 fd 2 - /]ro 1 P " o
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2.2 (6 points) To speed up the retrieval, the browser opens 3 TCP connections in parallel. Again starting from sending the
first TCP connection setup (SYN) packet, how long will it take for the browser to receive all 4 pieces of data?

SYNHINALK fo, fupr 10 YO me
Ford3 PagRdc i LOms A
Rogpo- e § hot qlveu@-‘:;‘ delgy at R becast bandivydth Shrrky
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2.3 (4 points) Assuming the browser uses HTTP/1.1 without pipelining to retrieve the data over a single TCP connection.
How long will it take for the browser to receive all 4 pieces of data in this case?

SYN +SPNALK - 40ms (vl do setup one Fm2)

euth 104 vES} fesporg@ . L0 F10.0]5 2 40.0]5 ms

Trme Cor Y HITP sequosts® Y0+ 4(40.015))3200,06 ~*

2.4 (4 points) Assuming the browser uses HTTP/1.1 with pipelining to retrieve the data over a single TCP connection.
How long will it take for the browser to receive all 4 pieces of data in this case? Is the delay the same as the one of parallel

connections? If so, why we still prefer HTTP/1.1 with pipelining?
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Problem 3 (20 points) Consider the following
DNS resolution process:

at time T=0: the caching resolver in the figure has
an empty cache. Host-A sends a query to resolve
the DNS name www.google.com and get the IP
address.

T=30 minutes: Host-B sends a query for the IP
address of www.amazon.com and gets the answer.
T=70 minutes: Host-C sends a query for DNS
name hangout.google.com and another query for
DNS name video.amazon.com.

Assuming that it takes 10 msec for packet
resolver (10 msec is the round trip delay), and it
takes 100 msec for the caching resolver to get a reply from any of the authoritative DNS servers. All authoritative servers
support iterative queries only. All the DNS data has a TTL value of | hour. There is no packet loss.

3.1 (4 points) How lohg does it take for Host-A to get the answer back for the IP address of www.google.com?

QTT e Fwlla Hos» A AI\J Cco‘n‘f‘, re¢alver’ [Qang
Cach'ry reSolver qrils . oM 1 joops
e guogle.com’, 102 s

4 L2128 www . Joxle (om- 10V g

Tota) + 10 FI0VF/00 )0V = /0 me

3.2 (4 points) How long does it take for Host-B to get the answer back for the IP address of www.amazon.com?

RTT bgpween hogp a-d  Llaehy, resolues i 10 mg
,Com )y (QLLQA PO as
1ue// AMNATQOA, Lomn- 100 &S

vVvy
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3.3 (3 points) How long does it take for Host-C to get the answer back for the IP address of hangout.google.com?

,QTT beven Aq;) énd lag b Rrollr! ) D

Lom eX(OF{}-PJ :"‘, Y & L,f\’ q‘,e// (om 09“,‘,. 3 IOD,«S
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3.4 (3 points) How long does it take for Host-C to get the answer back for the IP address of video.amazon.com?

Prt  hesp *o (oL.Lfr/ /%4olver! | 0 ang
KoM ceche d - O wmr
ama34,00m cached! O 78

Guery Lileo quaadon com [ 1097

Total 2 0+ 100 =10 Ag

3.5 (6 points) At T=100 minutes, all the authoritative servers of .com go offline. Which domain names below can be
resolved by Host-A? Circle those domain names:

2 %

JL9M

¢ \ Y
(ap www.google.com @) hangout.google.com (c) doc.google.com \\_ poﬂ(\‘ L 79\
(d) www.amazon.com (e) video.amazon.com (f) aws.amazon.com "\uw, i
awara” 3V
goog'e ,com cathd | amazin Com s et v \g X
h.j KO
v, a \ v
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Problem 4 (20 points) The following diagram shows a sequence of TCP packets for a session between a web browser and

a web server. The HTTP in use is version 1.0 (non-persistent HTTP).
4.1 (6 points) Fill in all the missing flag values for the SYN, FIN, RST, and ACK flags in the TCP headers (when the flag

is set, the value is 1, otherwise is 0).
Web Browser Web Server

send connection 1
request ~C>]S=| |F= o|R= |A=U]
——————p.| accept connection
] request
‘-@JS= Lﬁ: U] R= LA: ) l
send HTTP request
@]S=U|F=Olﬁ= IA=]]
e e P
n
2 [s=0|F=0[R= |A=]] } reply
‘@IS=O IF=0 I R= M:ﬂ
send ACK for reply
~1§>]S4J|F=7[R= [A=) |
s
~ ~
] close TCP
o = o b connection
close TCP | (7 jS=0if=/ |2l A0 0]
connection 8)Ts ) I o |R= '-7| A=] ]
-]
=]
‘@18=UIF=)IR= IA='I

4.2 (8 points) If the web browser starts its TCP connection with the initial sequence number 308, and web server picks
1110 as its initial sequence number, the HTTP request size is 150 bytes, and the HTTP reply is made of 2 packets with -
1500 byte data each. What is the sequence number and acknowledge number on the numbered packets?

No | Sequence No. Ack No. No | Sequence No. Ack No.
1 308 - W ST Ys$q
2 1110 309 6 4949 =+=
3 2049 1) T 1TL6l%E T
41 /1)) 459 8 | yto— 1413

9 11617 9¢l

4.3 (3 points) Why the sequence number at each end of a TCP connection starts from a random number, instead of zero?
Thit makes V€ Thyy buth I‘V)H M.,( q,,}uq)"y l;)‘u“{(}’ed G oA L) on, f?‘alh'», from qFyed
Avmblr Lk Fom , ynlnesajy

i rakes Mg g0, 07 v hoa SIV flood Hack where o chear Can
P’”‘”‘" Ulabivh a 10} of conmdh'a™ Gad overivas e s s

4.4 (3 points) How does the web server know that the browser has received the last packet (packet 9)?

After go,d-'r) Qackkk % The server keeps Mo Coarletba Ofen For 10 awovnd C©F Apyg.
J.F norhing Else 1% recieved pa Tha) hine, He Sprer tan Gigume Tao) re bOWSEs Lo cfoge 4
s ead o F Mo, connteh 9N
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Problem 5 (20 points)
5.1 (4 points) You have learned four application layer protocols: HTTP, FTP, SMTP, and DNS. Only one of them can run

over UDP. Which protocol is it? Why it is preferred to run over UDP than TCP? (in one sentence, otherwise you will not
’_get any credit)
ONS. UdP -, beHer becaur 4 1y foghts, a~d DNS s pot requivC rehgjle commmv®tajion,

5.2 (4 points) If you are asked to develop a real-time online conferencing application, will you choose TCP as the transport
layer protocol? Justify your answer.
N o. Les /a}CMj 15 morl [mp 0 Funt M. 814 bk tronsporf Somt (oagk/‘ loss g7 ¢ or/uf)l/ I )

Okay, for yira-Shogming afphcabVy becavse humans are Able Fp [0fe, wha) iy il
from A noisy ""\a"‘“‘C’, fo [l application 15 SHI Segle r~g it pos Vase 1adle Aramsp ot

5.3 (4 points) You went to amazon.com website and Chrome shows you the above state in the address bar. In which case
you can safely send your Amazon login and password information and why? If in some cases it is not safe, list those and
explain why is it not safe and/or what could have gone wrong.

® » 8 Amazon.com: Cnline Shop... _* e ) Amazon.com: Onfing Shop.. ¥ s en® (3 Amuzonoom: Ooline Shon. % | )

{ € @ nios eww amazoncom | € 4 wwwamazoncom C A & wips jamazon.com

& .
%

v v BEAUTIFUL THING! { BEAUTIFUL THING! BEAUTIFUL THINGS ON
i .

(a) (b) ()
jq‘?/ +LQ_ Lo VAl Cat e Ua Safe. Conmumtalibn VS Hajbl Safe. Thiy f)(‘){ wmeans
‘s Qwupr’/ ik HTTP{ U"Q"""yﬁki Hfl"P/ i3 /};‘\al "‘N.Jx‘/;c veey /-/TTP! bvi Same
Ohly e VRS hat Prg PVl PVIWerds gt gen} i e brre
ke el gon R & code requedy, P'a,,\kx}\_ Thy heppers 1" Poge Could rRference an objted ’lflaf
y'. JE TR web ik doés ask v Usts NITP. Kur dajy tovld be Se~d JTA
alst/ris cerrbreade, HTTPS, or nok.

5.4 (4 points) Some major email service providers recently announced that they have adopted HTTPS-like approach to
secure the email communication (each connection between client and SMTP server and between SMTP servers is secured
using HTTPS-like connection). Do you think their solution can secure email communication and eliminate all spam? Justify

your answer.
Thiy Seev: 33 £ war | € 9 M VA a) “on an“""\; jA(‘L al] SMTP Servess Cav/op,a}( Z¥ Fhe

CW“"}S are €ncryaled g- ()‘}ecry/*('”‘ berween ey f)ffp;ef./p,].,m/g a rovse sorp. tovld
[vok oF M(,(:‘“h Cwal before t€adivg /F ON THIVINO} ha (Y10t ¢ guug/ly qrt signed
€g, viTh P Ihi I ot ehwrte Spam  becavi€ Ovyene tan €2 you Ga puyl ¥ Fhey Mg

yovr "“"“l)OJa/'S( a0 $ec uring conntehiovy 9o pop deck 67 spom

5.5 (4 points) HTTP 1.1 already allows a client to send multiple requests in a single connection. Why we still need multiple

streams in HTTP 2.0?

N "'”'P\w\ SYRams )\l for fuste 0{’}"”"‘*',.:/\. The 9720”5 ¢on he Mjesleased baged on
which patkels wre fwa\‘abl( 0} a gy ven Feae, For e"""g-“a/ supp BB Hhe P, rf""’"’f
5evesa) vesy ’0’}€ ’(/U ot 0~el. I HTTP//’ e Ales ,uwr). be senf ’0";1\/)« ) ordes So h‘o} /
e Semt potpehs gro lithi, /) #he 1e€iut- windov, ZN NTTP/L o with molh)de 700 ms o
af ary Kfe Con ‘tt feat W’u“nem ﬂg P“C}"H dre /(’aJ, |f‘CrPo;, ~g vkl za oA Jf"f#;e[ofe/iwo 4

r\d}wa/‘,é‘
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