
CS118 Midterm
Richard Sun

TOTAL POINTS

90 / 100

QUESTION 1

20 pts

1.1  (4 / 4)

- 0 Correct

- 0.5 Base object also requested by proxy

- 1 One object is missing

1.2  (4 / 4)

- 0 Correct

- 0.5 Base object is also requested by proxy

- 4 Incorrect

- 1 One object missing

1.3  (12 / 12)

- 3 1st wrong

- 3 2nd wrong

- 3 3rd wrong

- 0 (not graded) foo.com/logo.png and

bar.com/logo.png not related, even if IP match

- 0 Correct

QUESTION 2

20 pts

2.1  (5.5 / 6)

+ 6 Correct

+ 1 know connection setup RTT + http RTT

+ 2 calculate connection setup RTT correctly

+ 2 calculate http RTT correctly

+ 1 know 4 connections one-by-one

- 0.5 calculation error

+ 0 wrong

2.2  (5.5 / 6)

+ 6 Correct

+ 1 know two rtt

+ 2 calculate parallel transmission correctly

(queueing)

+ 2 calculate queuing correctly

+ 1 calculate last one correctly

- 0.5 calculation error

+ 0 wrong

2.3  (4 / 4)

+ 4 Correct

+ 1 setup tcp

+ 1 4 requests

+ 1 one request calculation

+ 1 total

+ 0 wrong

2.4  (4 / 4)

+ 4 Correct

+ 1 connection

+ 1 4 back-to-back response

+ 2 queueing delay

+ 0 wrong

- 1 end-to-end delay error

QUESTION 3

20 pts

3.1  (4 / 4)

+ 4 Correct

+ 1 query to root

+ 1 query to com

+ 1 query to google.com

+ 1 query to caching resolve

+ 0 wrong

+ 1 partial

3.2  (4 / 4)

+ 4 Correct

+ 1 query to com

+ 1 query to amazon.com

+ 1 query to resolver

+ 1 caching

+ 1 partial



3.3  (3 / 3)

+ 3 Correct

+ 1 root

+ 1 .com

+ 1 google.com

+ 1 no cache

+ 1 partial

- 1 additional queries

3.4  (3 / 3)

+ 3 Correct

+ 1 amazon.com

+ 2 caching

- 1 additional query

+ 0 wrong

3.5  (5 / 6)

+ 1 a) is right

+ 1 b) is right

+ 1 c) is right

+ 1 d) is wrong

+ 1 e) is right

+ 1 f) is wrong

QUESTION 4

20 pts

4.1  (3 / 6)

- 0 Correct

- 0.5 SYN in 2nd

- 0.5 no SYN in 3rd packet

- 0.5 no SYN in 3-9th packets

- 0.5 no SYN in 3-9th packets

- 0.5 no RST flags anywhere

- 0.5 No FIN in last packet

- 0.5 no FIN in 1st-6th packets

- 0.5 no FIN in 1st-6th packets

- 1 FIN 8th, no FIN 9th

- 0.5 FIN in 7th and 8th

- 0.5 no ACK in 7th packet

- 0.5 ACK in 3rd packet

- 0.5 ACK in 4 or in 4&5th packet

- 0.5 ACK in 6th packet

- 0.5 ACK in 8th packet

- 0.5 ACK in 9th packet

- 0.5 One or two unspecified flags

- 2 4 unspecified/incorrect flags

- 6 Most flags not filled

- 2 4 unspecified/incorrect flags

4.2  (5.5 / 8)

- 0 Correct

- 1 No. 3 incorrect

- 1 No. 4 incorrect

- 1 No. 5 incorrect

- 1 No. 6 incorrect

- 0.5 No. 7 incorrect (no ACK)

- 1 No. 8 incorrect

- 1 No. 9 incorrect

- 8 Incorrect

- 0.1 Error in calculations

- 0.5 Some mixing of ack and seq positions

- 0.5 SeqNo offset error

4.3  (1.5 / 3)

- 0 Correct

- 3 Incorrect

- 1.5 Incomplete/unclear reasoning

+ 1 2 correct reasons

4.4  (3 / 3)

- 0 Correct

- 1.5 Issue with reasoning

- 0.5 Minor issue

- 3 Incorrect/Missing answer

QUESTION 5

20 pts

5.1  (4 / 4)

- 0 Correct

- 2 Didn't mention no need for a connection (extra

RTT)

- 4 Incorrect

5.2  (4 / 4)

- 0 Correct

- 4 Incorrect

- 2 Incorrect explanation

- 1 Incomplete explanation (no delay mentioned)



+ 1 (extra credit: firewall issue)

5.3  (3 / 4)

- 0 Correct

- 1 (b) is not secured at all (HTTP), so can be

monitored or you can be talking not to amazon

- 1 (c) is encrypted (no monitoring), but you will send

data not to amazon, but a potential attacker

- 2 Missing/wrong/incomplete discussion of unsafe

cases

- 1 Some issues with discussion

- 2 (a) is safe = DV validated cert

- 1 (a) is pretty safe

When some items loaded over HTTP, the

address bar will still show green.  Or may be

yellow.  Red and strikeout means something

really bad

5.4  (4 / 4)

- 0 Correct

- 2 Incorrect/incomplete reasoning

- 1 Issue with reasoning

- 4 Incorrect/missing answer

5.5  (4 / 4)

+ 2 Head-of-line blocking

+ 2 Reduce size of headers / overhead

+ 2 Request prioritization/request-response

interleaving

+ 2 Proactive push of objects

+ 2 Non-optional pipelining

+ 1 Almost correct item

+ 0 Correct

+ 0 Incorrect/Missing
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