CS111 Final (part 1)
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Necessary Conditions for Deadlock

4 necessary conditions
v -0 Correct

1st condition and attack
v -0 Correct

2nd condition and attack
v -0 Correct

3rd condition and attack
v -0 Correct

4th condition and attack
v -0 Correct

Write-Through vs Write-Back caches

What write-through optimizes
v -0 Correct

Why we must write-through
v -0 Correct

Write-back vs write-through
v -0 Correct

Advantage of write-back
v -0 Correct

problem of write-back
v -0 Correct

Copies and Links

link vs copy
v -0 Correct

links and unlinks
v -0 Correct

symbolic link
v -0 Correct

what can a symlink do

v -1 Second Difference is vague.

Performance problems and Diagnosis

2 common performance problems
v -0 Correct

why each might only show up at scale

v -0 Correct

testing methodology to discover
v -0 Correct

diagnostic methodology to isolate
v -0 Correct

Journaling and Logging file systems

purpose of a journal
v -0 Correct

logging fs vs journaling
v -0 Correct

which does fewer writes

v -1 Not correct

index value & contents
v -0 Correct

index recovery
v -0 Correct

Cryptographic Hashes
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characteristics of cryptographic hash

v -0 Correct

validating crypto-hashed password
v -0 Correct

protection against dictionary attack

v -1 Not correct

message authentication
v -0 Correct

how to defeat would-be forgers
v -0 Correct

Distributed Locking
why dist locking is hard
v -0 Correct

how to address that problem
v -0 Correct

new failure mode in dist locking
v -0 Correct

how to address that problem
v -0 Correct

Unforgeable Capabilities

why unforgeable capabilities
v -0 Correct

using cryptography to make them so

v -0 Correct

creating an encrypted/signed capability

v -1vague about what is encrypted with which keys

validating an encrypted/signed
capabilitiy
v -0 Correct

why hard to forge
v -0 Correct

Page 2

Consistency and Persistence
ACID acronym
v -0 Correct
Posix read-after-write - define
v -0 Correct
Flush-on-close: what and why
v -0 Correct
Flush-on-close vs Read-after-write
v -0 Correct

Eventual Consistency
Define Eventual Consistency
v -0 Correct

Why it might be faster
v -0 Correct

Why it might be higher availability
v -0 Correct

Why does it make sense in a cloud
v -0 Correct

Dealing w/inconsistency
v -0 Correct
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Name

All questions are of equal value. : Most questions have multiple parts.
You must answer every part of every question. Read each question
CAREFULLY; Make sure you understand EXACTLY what question is being
asked and what type of answer is expected, and make sure that your
answer clearly and directly responds to the asked question.

Many students lose many points for answering questions other than the
one I asked. Misunderstanding a question may be evidence that you
have not mastered the underlying concepts. If you are unsure about
what a question is asking for, raise your hand and ask. Spend more
time thinking and less time writing. Short and clear answers get

more credit than long, rambling or vague ones. Write carefully. I

do not grade for penmanship, spelling or grammar, but if I cannot read
or understand your answer, I can’t give you credit for it.

10.
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(a) List the four necessary conditions for deadlock:

D Mﬂ%@?%& P by r?;\) s‘?i‘\%&w’ (e %‘@%’W%}‘% 4y

2:} Held v LroaX u{'} Corpadr™ @ffm:}g;f ﬁz»'gﬁ

For each condition, briefly describe a specific software deadlock situation and yow you
would use that condition to prevent a deadlocks.
(b) Deadlock problem and attack based on lst necessary condition:
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(c) Deadlock problem and attack based on 2nd necessary condition:
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(d) Deadlock problem and attack based on 3nd necessary condition:
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(e) Deadlock problem and attack based on 4th necessary condition:
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2: (a) What common operation is a "write-through" cache designed optimize?
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(b) Why is it necessary for writes to go "through" the cache?
. ‘ 5y B ; : ~ ]
Q,wﬁﬁmgﬁ ke »@“f}@ et e §3W\§&L ca d\l\&, \ \f\w‘)\& weshoh o
: " - W &
%ﬂ& ta%.o §02 ai s Lar 1T & w;}&gi (S @..E $A-% ?m;mgﬂ,% > ‘)"fg( ﬁ{:%gﬂ B

$ é/w!’f} M roeh
(c) How is a "write-back" cache different from a "write-through" cache?
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(d) What advantage does a "write-back" cache give, over a "write-through" cache?
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(e) What problem does a "write-back" cache create?
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3: (a) What is the most important difference between a link and a copy? ) '7‘}
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(b) What effect does the creation of a new link have on future unlinks of a file?
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(c) What is a symbolic 1link?
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(d) State two (functionality) differences between accessing a file through a hard link
and a symbolic link: -
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4: (a) List two distinct (aiscussed in the reading or class) common causes of performance

problems in large systems:
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(b) Why might each of these problems often not show up until the systems are run at

scale? ,
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(c) Suggest a testlng methodology (how you would exercise and what you would measure)

that would identify the existence of each of those types of problem. L
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(d) Suggest a diagnostic methodology (what tools you would use and how the results
would lead you to the specific code that needs fixing) that would identify the specific
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(a) What purpose 1is served by a file system "journal"? JL,‘ : W
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(b) How is a "logging" file system different from a "journaling” file system?
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(c) Which is likely to do fewer disk writes? Why?
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(d) What is the value of the index in a logging file system, énd what information would
be stored in it?
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(e) How is the index recovered/reconstructed after a system crash?
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a cryptographic hash (as distinct from an

6: (a) List two of the key characteristics of
ordianry hash) algorithm. g % {?ewﬁ @&&
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(b) Briefly describe the process for validating a password that has been protected with
a cryptographic hash. : {4
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(c) Briefly describe a technique for defending such passwords against "dictionary

attacks"
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(d) Briefly describe the process of using a cryptographlc hash to authenticate the
contents of a file or message. /
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(e) How do we prevent a would-be attacker from simplYing computing a new cryptographic
hash that matched the corrupted version of the file or message?
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7: (a) Briefly describe a characteristic of distributed systems that makes it more
difficult to implement locking operations.
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(b) Briefly describe the mechanism that addresses this problem, and how it solves the
problem. ' ’
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(c) Briefly describe a mode of failure (not related to the above) in distributed
systems that does not have to be addressed in a single-node locking.
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(d) Briefly describe the mechanism that addresses this problem, and how it solves the
problem.

T%V> s go%¢NJ wf %faﬁgg Finad~ (@Jx fe @V&&WP%W“ of g@¢%£ etV

\ o5 vy
Qék(a%$; fne O%' FLS0wed. Quwetshy  expsts, Thos # Ar@A&ﬁj
- « it

:{mw‘%@m at u\}w\,\ d conbe allec ath o / so o '

/

,_/



8: (a) Why is it important that "capabilities" pe unforgeable?
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(b) Briefly describe a cryptographic approach to make capabilities unforgeable?
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le) Briefly describe the process of creating such a capability?
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(4) Briefly describe the process of verifying such a capability?
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(e) Briefly explain why they would be so difficult to forge?
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9: (a) What does the aconym "ACID" stand for (each word, brief description of each)?
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(b) Briefly define POSIX Read-After-Write consistency.
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(c) What is Flush-On-Close Persistence, and what problem motivates it?
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(d) Flush-On-Close Persistence would seem to negate Read-After-Write Consistency
How/Why is it possible for a system to simultaneously offer both?
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10: (a) Briefly define "Eventual Consistency" 5 ke 5¥Mﬂ1'
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(b) Why mlght it offer a qu1cker response time than Posix-consistent operations?
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(c) Why might r{ offer hlgher availability than Posix-consistent operations?
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(e) Give an example of how an application might reasonably deal with temporary
inconsistencies in returned results.
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CS111 Final (part 2)

TOTAL POINTS

88/199

QUESTION 1
User Mode Threads 33 pts

1.1 Data Structures o/ s

- 0 Correct
v -8 Wrong/No answer

- 2 Descriptor id, scheduling info, pointer to stack
allocated by thread_create function and deallocated
by thread_destroy function

- 5 Thread stack allocated by thread_create
function and deallocated by thread_exit function.
Queue for runnable threads

- 3 Thread stack allocated by thread_create
function and deallocated by thread_exit function,
Descriptor id

- 6 Descriptor, id, scheduling info, pointer to stack,
Thread stack allocated by thread_create function and
deallocated by thread_exit function

- 1 Queue for runnable threads, scheduling info,

1.2 Methods 0 /14

v -14 Did not answer / Wrong answer

- 0 Correct

- 12 thread_create, dispatcher, thread_yield,
thread_block, thread_unblock, thread _exit,
thread_destroy

- 9 thread_create, dispatcher, thread_yield,
thread_block, thread_unblock, thread _exit,
thread_destroy

- 5 thread_create, dispatcher, thread_yield,
thread_block, thread_unblock, thread _exit,
thread_destroy

- 6 thread_create, dispatcher, thread_yield,
thread_block, thread_unblock, thread _exit,
thread_destroy

- 13 thread_create, dispatcher, thread_yield,
thread_block, thread_unblock, thread _exit,

thread_destroy

- 10 thread_create, dispatcher, thread_yield,
thread_block, thread_unblock, thread _exit,
thread_destroy

1.3 Preemptive Schedulng o/5

- 0 Correct
v -5 Wrong / No answer

- 2 Set an alarm while dispatching the thread,
catch the result signal, call thread_yield on behalf of
preempted thread.

- 3 Set an alarm while dispatching the thread,
catch the result signal, call thread_yield on behalf of

preempted thread.

1.4 Mutexes o/6

- 0 Correct
v -6 Wrong/no answer

- 3 Use atomic instructions to check/seize locks.
Use thread_block to block a thread awaiting a mutex
and thread_unblock to wake up a thread when the
awaited mutex became available.

- 4 Use atomic instructions to check/seize locks.
Use thread_block to block a thread awaiting a mutex
and thread_unblock to wake up a thread when the

awaited mutex became available.

QUESTION 2

Dynamic Equilibrium 33 pts

21The Two Forces 4/5
- 0 Correct
- 5 Not Answered.
- 4 Click here to replace this description.
- 3 Click here to replace this description.
- 2 Click here to replace this description.

v -1 Click here to replace this description.

2.2 A larger working sets /6
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- 0 Correct - 4 getnext

- 6 Not Answered - 4 dequeue
- 5 Click here to replace this description. - 4 suspend_req
- 4 Click here to replace this description. - 2 No extra places
- 3 Click here to replace this description. v -18 not attempted
- 2 Click here to replace this description. 3.2 Protection 0/15
v -1 Click here to replace this description. -0 Correct
2.3 A smaller working sete/6 v -15 not attempted
v -0 Correct - 2 coarse grained locking
- 6 Not Answered. - 4 missed transaction/deadlock in suspend_req
- 5 Click here to replace this description.
- 4 Click here to replace this description. QUESTION 4
- 3 Click here to replace this description. Deadlock Problems 33 pis
- 2 Click here to replace this description. 4.1 Distributed Lock Manager g/ &
-1 Click here to replace this description. V/ -0 Correct
2.4 More competing processes 6/6 - 1 did not honor problem constraints
v -0 Correct - 1 vague/confused
- 6 Not Answered. - 1 weak justification
- 5 Click here to replace this description. - 2 ineffective/impractical
- 4 Click here to replace this description. - 1 not robust in face of node failures
- 3 Click here to replace this description. -8n/a
- 2 Click here to replace this description. 4.2 Device Driver Queue 4/8
-1 Click here to replace this description. -0 Correct
- 0 Click here to replace this description. v -1vague/confused
2.5 Constructiveness? 4/ 4 - 2 no protection against MP parallelism
v -0 Correct v -1 no protection against interrupts
- 4 Not Answered. v -1 no protection against int/deadlock
- 3 Click here to replace this description. v -1inadequate deadlock protection
- 2 Click here to replace this description. - 1terrible performance
- 1 Click here to replace this description. - 2 no protection against deadlock
2.6 Another example 6/ 6 -8n/a
v/ -0 Correct 4.3 Message Buffers 3/8
- 6 Not Answered. - 0 Correct
- 2 Click here to replace this description. v -1 weak justification
- 3 Click here to replace this description. v - 2 misunderstood problem
v - 2 vague/confused solution
QUESTION 3 - 2 did not prevent deadlocks
Critical Sections 33 pts - 2 created bottleneck
3.1 Circle the Critical Sections 0/18 -8n/a
- 0 Correct 4.4 Locks and Blocking Requests 7/g

-4 enqueue - 0 Correct



v -1vague/confused solution
- 2 misunderstood problem
- 2 violated problem constraints
- 2 failed to prevent deadlock
-8n/a

4.5 freebie 1/1
v -0 Correct
-1n/a

QUESTION 5
Copy on Write File Systems 33 pts

5.1Define 10/10
v -0 Correct
- 2 change pointers to point to new info.
- 10 Wrong/ No answer;
Correct answer: Don't overwrite old info, new copy of
updated info, change pointers to point to new info.
- 7 Don't overwrite old info, change pointers to
point to new info.

- 8 Don't overwrite old info, new copy of updated
info, change pointers to point to new info.

- 4 Don't overwrite old info, change pointers to

point to new info.

5.2 Robustness 5/5
v -0 Correct
- 5 Wrong/No answer
- 2 Click here to replace this description.

- 4 Click here to replace this description.

5.3 Space Saving 3/3
v -0 Correct
- 3 Wrong/No answer
Correct: A C-o-w clone allows multiple files to share
all the same data blocks and only creates new copies
when a change is made
- 2 A C-o-w clone allows multiple files to share all
the same data blocks and only creates new copies
when a change is made
5.4 Enabled Functionality 5/5
v -0 Correct
- 5 Wrong/No answer

- 3 Since old copies are still available, user can see

older versions of files as well.
- 2 Since old copies are still available, user can see

older versions of files as well.

5.5 The problem 5/5
v -0 Correct
- 5 Wrong/No answer
Correct: Reclaiming the space occupied by old copies
as old copies are not overwritten
- 4 Click here to replace this description.
- 1 Click here to replace this description.

- 2 Click here to replace this description.

5.6 The solution 5/5
v -0 Correct
- 5 Wrong/No answer Correct: Suggest a way for
garbage collection of older versions of a file
- 2 Click here to replace this description.

- 3 Click here to replace this description.

QUESTION 6
A New Service 33 pis

6.1 Why RESTful 0/10
- 0 Correct
- 1 not a significant benefit
- 2 closely related benefits
- 2 not a recognized benefit
- 1 weak justification
- 2 no justification
- 2 definition is not justification

- 5 one good answer

v -10 n/a
6.2 Authentication/Authorization o/ 9
- 0 Correct

- 3 does not honor problem constraints
- 3 vague/confused

- 3 impractical/ineffective

v -9n/a
6.3 How Owner Obtains o/3
-0 Correct

-1 does not honor problem constraints
- 1 ineffective

- 1vague/confused



v -3n/a

6.4 How Owner Authorizes Others o/ 3
- 0 Correct
-1 does not honor problem constraints
- 1 vague/confused
- 1 ineffective/impractical
v -3n/a
6.5 Multi-Level Access Control o/ 3
- 0 Correct
-1 does not honor problem constraints
- 1vague/confused
- 1 ineffective/impractical
v -3 n/a does not respond to question
6.6 Privacy and Integrity 0/ 5
- 0 Correct
- 1 RESTful protocols are layerable: just use SSL
-1vague
-1 impractical
-1 does not honor problem constraints
- 1 ineffective
v -5 N/A

QUESTION 7

7 Freebie 1/1
v -0 Correct

Page 4



cs 111 06/12/20

Final (part 2)

This exam is comprised of six problems, each problem being a full page o
questions. You must choose three of these problems to answer. You cann
more than three problems. Review all of the questions and consider what
would give to EACH part before deciding which three to answer. All prob
same value. ’

Read each question CAREFULLY, make sure you understand EXACTLY what ques
asked and what. type of answer is expected, and make sure that your answe
directly responds to the asked guestion. Many students lose many point
questions other than the one I asked. If you are unsure of what a quest
for, raise your hand and ask.

I am looking for depth of understanding and the ability to solve real pr
I want to see specific answers. One-liners and vague generalities will '
little or no credit. Superficial answers that I may have accepted previ
will not be accepted on this exam. ‘

None of these questions requires long answers, but many of the questions
you to do a lot of thinking and sketching before you come up with a reas
Feel free to use scratch paper to organize your thoughts. If the correc
answer is buried under a mountain of rambling, we may not find it.

If you need more space, you can overflow onto the back page. Note (on t

page) that you are doing this.

If you answer more than three problems, we will only grade the first thr
the numbers of the three problems you want us to grade:

1. (design) User-Mode Threads Package

’
{2./ (concept) Dynamic Equilibrium
\E

2N
{@. %code) Find and Fix Race Conditions
‘“\._«f -
4. (approach) Deadlock Problems '
2™, :
{5.}(concept) Copy-on-Write File Systems
o/
6. (protocol design) A New Distributed Service

Total
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Describe how you woulld implement a user-mode threads package with preemptive scheduling
and mutexes on a system that supported only processes. Briefly describe the major
routines in this padkage, the major data structures you would create, the problems you

would have to solve,] and how you would solve each of them.
(a) key data structuyres: purpose, contents, and management (allocation/dealocation)

(b) key methods: signatures, brief description of functionality, and how you would

implement it.

(c) Explain how you jwould implement preemptive s&heduling.

(d) Explain how you jwould implement mutex operations.




2: A dynamic equilibrium is the net result of two (
responses to ever changing system loads.
(a) What are the two competing forces that drive a process’

Oor more) opposing p

dynamic
A ol £ jﬂf\ Ja,,,.’s&t,fhé’ 5 i
D M [ RIAT AT I ) {}av;@ e &
Y T O 0 L procensy o tred e Wfé”*j} erd 11

1N @‘mﬁx@w} [ Yewrr pan w%’“‘%\f‘j\‘} wes, |

(b) Explain how these forces drive the s
referencing more pages per second.

se e e, {;v s J

Frrun
1

. ﬁ%"& e

s ¢ : @@tﬁ” ‘:“‘»A
il \‘«“ﬁi«'tﬁ%vmz \e el Tl '
]

Deeits

5'5&- % o RIS
Leronmn gror, ob P Py od  eallecetc fhor A
N J j , e }éj )
e %4/ %amﬁf‘ G Q;ruﬁ”\%‘" ’f‘”ﬂ %@ A g}(pb@eﬁ; P ‘A> iadies éﬁ VXQ ¥
J .
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(d) Explain how these forces drive the s

of in-memory processes that are competing for memory.
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3: (a) Study the followipg code, taken from a high contention, multi-threaded application
(that operétes on numérous queues), and circle the actual critical sections (sensitive
use/updates of shared variables) .

struct request {
struct rgquest *next; // pointer to next task in list
long key // record identifier (for sorting)

. // other info ... irrelevent to problem

i

// insent a requkst into a gueue, keep theyfordered by key

void enéégye( stkuct request *req, struct /request **head ) {

sthuct request *rp, FFLDD;  oowoomghorss
/fgnu@ppp“=wheadr”rp“”“%§bb; rpp/ = &(rp—>next))wy;}

W Bf (rp->key >= reg->key) MMMW
] break; f’ wyyww
\_ reg->nex\ = Irp; 7 // #fat one is now after us
&\\ifgp = re@ﬂ ) ZwWMNMVV previous pointer now points to me
} e s w—-_.-..._;,\;qmn,...‘....«w i /'

// get the next reqﬁgit from a gleue

struct request *NgetneXt ( struc?frequest x*head ) |
struct dequest \Frp; 7

rp = *hegad; ﬁ

if (zp 09 N/

*head = rp?W

return ( jrp );

// next becomes new first

! \

// remove a reqyest from/; queué\

struct request jdequeue/ long findkey, struct request **head ) {
struct Jqu§§t#ﬁﬁpwm**fpp;Kh e st SRR -
(?or”(rﬁTW’ head; rp = *rpp; tpp = &(rp—>next))

%,

~—__ if (dp->key >= findkey)
4/ break; P
NS B
if (rp- kgé > findkey) /7Qpassed it without finding it
e réturn (_(struct request *) ® );
<?rpp = fp->next; Y // previous now points past us

[ ﬁﬁfﬁﬁwmw - // retwrn found element

// all of the g:llowing functiéns must also be Degdlock and MT-safe
submit_req( ..; ) A N

i RN

enquede( req, &active_list );

T
1 . 5

process_reg{ ..f ) {
req = getnext( &active_ list ).;

}
// this update jnust be made atomically

suspend_reqg( kdy, &old_queue;, &new_queue ) |

req = dequeue( key, &old_queue ) ;
enqueud ( req, &new_queue );

}

(b) Describe the apgroach you will take to protecting the critical sections, briefly
explain why this is jthe right approach, and update the above code to show how you would
implement safe and ¢orrect serialization.




4a: A network lock manager provides locking services for a very wide 1

4db:

resources that are shared by thousands of clients. The clients af
applications running on many different operating systems, and not
they need are managed by the network lock manager. How can we ensg
will not contribute to deadlocks among the client applications?

ange of distributed
e a wide range of
all of the resources
ure network locks
ustify your choice.

;; \ : PRV Leare ’Ts el Cae
W ok QAK\ Vecks as  \eoasn 5.0 cMeghle ok Oeess Vo ﬁj L
. T aa YA o wOle/ ™
ar &Ji«m&fmﬁfﬁw RN S A N ah e / g
an o \ st b\
‘@(» @%"%« M %}- . %’"WIQ f{ wf%» M.r\%qj‘ o\ Yo eb
(A Vi 69/@&&/‘ Lo, we

. . ) i & oLH
e rehast-tawd_tode o ot e V\«%M Pm( g Oﬁ.‘

forste s v -
A device driver maintains a queue of pending requests. The read a
add reguests to the queue, and the start-up routine (which can be
the read routine, the write routine, or the interrupt handler) tak
the queue. For request scheduling reasons, the queue is implement
linked list, which cannot be maintained with atomic instructions.
the queue without creating potential deadlocks? Justify your choi

) «;" Wit o

nd write routines
called either from
>s requests off of
>d as a doubly

How can we protect
of<]

B + lede. Tha

7 ;
baden ols / w;d“*;‘”%ﬂg

sV
P Tty gheee led
’/E”' &
’ Ay e
rouliins o3 ¢ ,
e O LG ALY

e - &,
ot gt Mi
RO, TS
ot E\”"D‘L‘

) | Ve he b ™ ot ~
WL OA Reed e A wnder T2l mad e Wiy

arda e %Vi% o bo
locke wagk et oty ,
ﬂg 2\ ,g}f’“w)

[y
V\Q\M vl'?j M\,

PE YOV

Wt /;)”"!w/

3
g

it ke Lot

G EELES o
o TV appesnt I’ﬁr%,« - A
e P

W

gh

Sy 3 bop
be ob-v red ns ;"4?‘?*«15
/A9 f? Lo’ [ o ;

. . .

‘g‘@‘d{“ & g §v3€ Lk 0‘5 %‘vxj
g, e, A gé&&%mﬂkﬁ v ke -

A heo e tace g s (st Pk for T I
i ¢ .1 b, r2g wyts o LY i B S Ahpecds B
fork - Lafn  pwele o e it P bl e be alies ;:ﬁ &7 e 8 et 9
[oe i wi Cus P 4 }%{}1{_&?9-% ﬂg{}f(‘ﬁ%\‘g /i.i"*x_w\%" ! % 7 » @&05‘5’5&9 { ) FeVE
A massively parallel data reductionengine eliminated mutual exclus
significant scalability by dividing the data set into thousands of
assigning a single thread to perform all operations on each data pa
reduction process is such that most operations require multiple red
operations in other partitions. We have seen situations where the
on memory, as all of the agents were trying to allocate memory at t
respond to requests from other agents. How can we prevent such deaddlocks? Justify

your decision. s %;?;EM%}‘X for
«‘?imu};’# L ket e /“czs{zszfaé(_ o -

H f H § » %&g
!\}\e}?gﬁ 5\%/\[/(_} 4 ’/tlg 3
Ten vl

S e
FAT VR S ) e

2
5 Yeroie e b Aok

’;&;{)Aﬁi—f A

) 9“‘{
w’}jL o

£ gaf e
¢ A5

ion and achieved figfuf &“jﬁly

partitions, and

rtition. The data

uests for

system deadlocked

he same time to

S N

g #F Wy
[ 77a 3 v e Y

ok

T
e

.

4e:

edse

2

. B p ‘%:%\Mm} S
We cuny g w gpoete

1 on. &
%’Wﬁmj& IR 2l t

¢ £ L
Co ol dedo §ort o
WZ,/WM.} alleceton ™ ek e 50 da { ;
F3 e
uft) rothlde <8 1
) N o A b
T R st

ok pﬁ?%drﬁmf

" g % cre s of gt et
. RUSTESONp g T ‘n»} trepe L FrTTTy v
\f\wi“‘\\ﬂ L PANR Y Bl g e TN ) ) 2
J Ve momand allecedrs pupney e W Tiren
\Q("ﬂh} %@*«&v 3"&,4., 7}1!, gy i Yo S

. N\
ot P &j\ 5 T R ol

w X s
J wak TNy en L

L.

i

fee m} 3

iﬁf —o a}dw_ﬁg‘wﬁeﬁ
mé’ﬂ f’iv%“&ﬁﬁ? LN

SN alle
&y Flwe, s Yo ore i b ;
S s & PN U&, by

at

4d: A massively parallel, distributed application with thoﬁsands of con

operates on millions of mutex-protected objects. One thread only.n
object at a time, but it often needs to await confirmation messages| (from other
threads which may have to lock other objects) before it can complete an operation.

How can we prevent deadlocks between object locks and response await ing? Justify your
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(a) What does it mean {o describe a file system as Copy on-Write?

R {'{%«L« %d« gl W‘% s U‘\fﬁ'f‘% %“ % j"’"’{\"a"‘g ”ﬁ @,, J.e@&
v gu,, doke vlacks finw

\
cm}aam PRPIPN VSN IR S 1S AR A e ,
" b %ot v ) Low comy ek @%/Wd‘f\ﬁ«v ol W“‘\
do ok ﬁgka %f;ﬁ ATl i %M@L" \ U: NprEn ede 1o Ao spac
\._; IR At Lo T
vy AR ede, up BN o3 P VT aw o e
) £ !

N oo fnevnenys .
(p) Explain how it canj improve file system robustness, and how it achieves this.
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(c) Explain how it coyld achieve space savings when files (like VM images) are cloned.
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(d) Describe valuable|new file system functionality it can prov1de, and how it achieves
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(e) What significant new problem is created b;fﬁrﬁf]flng a file system Copy-on-Write?
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Briefly descrlbe how you would implement an approach to solving that problem?

T

T vend ~ e al &, & 085 X i«‘%e»?«;a\g w%\m i:”%“*"of“?" el g ¢ “g e ":(_@5

o 81 & ; ) f*ﬁ%” ,@Aﬁ‘\ Py o
5'3%” (TR ‘Q\-L {K‘Jr hY %‘i\‘ y* W\'@«’{a :

’h"(’ e %;ﬁw o\ 0l vumrﬁs old (TN T ot e ot QW
A SN o YW -

foege”
. . 3 sl {or §@¢N;‘: ot
e T e;\‘*“ 5«‘3\@‘1}*3 ot Y o ke of
é‘»} '.‘1 %ﬂ"é? @\g}\ g"&h WS b@ m % @.“‘-\’:) 'i’i é;{&‘u\y{/é/"\‘ f&"'{é/(

O V\!W‘M"% Ju
el © }%”\aj M\ w\\
Ll 5Pl APVC S




Amazon wants to offer distributed Key-Value Stores (KVS) as a new gervice to be
exploited both by in-cloud Virtual Machines and WAN-remote clients., The supported KVS
operations will be: j
handle = CREATE_KVS (string name)
boolean = DESTROY_KVS (handle)
string = GET (handle, string key)
boolean = PUT (handle, string key, string value)
boolean = DELETE (handle, string key)
(a) It has been suggested that the service access protocol should be RESTful. State
two very different benefits of a RESTful interface, that would be important to the
described service, and briefly explain why each is valuable to this| service.

(b) They want to ensure that a KVS is only accessible by its owner and owner—authorized
agents. They do not want to have authentication dialogs or to havelto consult an
authorization database. How can a KVS manager determine whether orinot a request is
from an authorized agent?

(c) How would a KVS owner gain the (initial) authorization to use a particular KVS?

(d) How would the owner grant other agents the authorization to use ja particular KvVS?

(e) If we wanted to distinguish multiple levels of access (GET, PUT,| DELETE, DESTROY),
how could you extend your proposal to enable this?

(f) Providing access mediation at the KVS is very important, but reqghests and responses
exchanged over WAN-scale links would still be subject to Man-in-the-Middle attacks.
Briefly describe an extension to protect external service requests from such attacks.







